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1. Introduction 

This specification document describes how the user access permissions within the Desire2Learn Learning Object Repository tool will be configured for use at Nottingham Trent University (NTU). 
The purpose of this document is to detail the requirements of user access to the LOR and describes the different user types and the functions they will need to perform.
This document references the following related requirements documentation:
· LOR Model Specification v2.0

· LOR Functional Specification v2.0
2. Users, Learning Environment and the LOR 

The NTU LOR System refers to the following components: NOW learning environment, the LOR tool and the organisation’s structures, policies, processes and practices that are in place to provide and maintain an LOR service to its users (Schools and Professional Services).  
2.1. Users
Users registered with the NOW learning environment are assigned roles which determine their permissions for accessing functionality within the learning environment. Individuals can be enrolled in a number of learning rooms under different roles. 
The LOR system will only recognize those user categories defined in the LOR Functional Specification v1.0 and these are as shown in Table 1 below:
	Category

	Current NOW user roles typically assigned to this category

	A. Individual academic staff. 
This refers to programme or module team members and school administrators. These users are responsible for generating and managing their own LOs in their School LOR.
	
Module Lead (NTU), Programme Lead (NTU), Author (NTU), Contributor (NTU), School Admin (NTU)

	B. Academic LOR Coordinator.
This refers to a user with the responsibility of managing LOs within School LORs (implementing any additional local QA policy) and moving LOs to the NTU LOR.
	
VLE Co-ordinat (NTU)

	C. Individual Professional Services staff
This refers to members of a Professional Service, such as Educational Developers, Study Support Managers, and Staff Development Leads, Liaison Librarians. These users are responsible for generating and managing their own LOs in the NTU LOR. In addition, Individual Professional Services Staff will have permissions to publish LOs to School LORs where there are restrictions on the sharing of an LO.
	
Staff Dev Lead (NTU), Librarian CS, Librarian DSD, Author (NTU), Contributor (NTU), School Admin (NTU)

	D. Professional Services LOR Coordinator.
This refers to a member of Professional Services who has the responsibility of managing LOs developed by Professional Services members which reside in the NTU LOR or School LORs (implementing any additional local QA policy).
	
VLE Co-ordinat (NTU)

	E. NTU LOR Coordinator 
This refers to a member of Professional Services with the responsibility of maintaining the NTU LOR and to prepare and move learning objects to external repositories.
	
EDU Administrator, EDU LTA

	F. Reviewer
This refers to any user accessing a learning object within a learning room where they will need permission to view the object.
	
Student (NTU), Reviewer (NTU), Reviewer (Ca), Course Rep (NTU)


Table A.1: User Categories with Associated Roles in NOW.

Categories D and E are considered identical as both operate on the NTU LOR and therefore have the same access permissions in the LOR tool. The notional difference between the Professional Services LOR Coordinator and the NTU LOR Coordinator is that the Professional Services LOR Coordinator will only manage those LOs in the NTU LOR that were developed by members from the Professional Services unit whereas the NTU LOR Coordinator will be able to manage all objects in the NTU LOR..
i. Individual Academic

ii. Academic LOR Coordinator
iii. Individual Professional Services 
iv. Professional Services/NTU LOR Coordinator

v. Reviewer
2.2. The Learning Environment – NOW
The learning environment is managed through a hierarchical arrangement of Organisational Units.  At the top level is the institutional Organisational Unit (OU) known as NTU.  Children of this OU are College level OUs.  Below College come the School OUs which in turn lead to the Academic Team, or Department, OUs.  The next layer is the Course Template OUs and finally there are the Learning Room, or Course Offering, OUs where staff develop their online provision for students to access (see Model Specification document).  Only the NTU OU and the Academic School OUs will be used in the management of the LOR.
2.3. Learning Object Repository (LOR)
Within the Desire2Learn LOR tool it is possible to set up multiple LORs.  Learning Objects published to one LOR can be moved to another LOR where the user has the appropriate permissions in both LORs.

Each LOR can be managed individually with permissions assigned through the use of Trusts.  A Trust is associated with an Organisational Unit and permissions can be set for each Role in the system.  Permissions will only be allowed where the permissions set within the Role match the permissions set in the Trust and are applied when accessing the LOR Tool from any child OU of the OU specified in the Trust.  This implementation will use Trusts associated with School and institutional (NTU) levels only.
It is important to note that permissions are via enrolment in the Learning Room (Course Offering) OUs and depend on their relationship to the SCH and NTU OUs.  It is not necessary to enrol users into the SCH OUs.
Each LOR within the tool can be associated with multiple Trusts.  Each LOR must have a trust associated with the NTU OU in which all users in the system are given permission to View Objects in the LOR.  This will ensure that any LOs that are moved from one LOR to another will be accessible to all users no matter which Learning Rooms have set a link to that object.
3. User Access Requirements for the LOR System
Guidance in the D2L documentation recommends that all permissions are allowed when setting LOR permissions against the system Roles.  Settings for each Role within the Trusts can be used to finalise the set of permissions that will be applied.

The table below shows recommended settings that will be used for each of the five categories (and therefore the associated roles – see section 2 of this document).  In some instances these permissions may be amended to suit local quality assurance policy and guidelines.
	
	LOR/LOR function
	Category
	SCH LOR

(AR1)
	NTU LOR

(AR2)

	1
	Publish to the LOR (from File Store and directly from PC in SCORM 1.2 package.)
	i. Individual Academic
	Y
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	N

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	2
	Search the LOR
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	ii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	3
	Retrieve objects from the LOR
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	4
	Create links to objects in the LOR *
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	5
	Manage my objects in the LOR
	i. Individual Academic
	Y **
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	Y ***

	
	
	iii. Individual Professional Services.
	Y
	Y **

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	6
	See LOR reports and stats
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	7
	View objects in the LOR
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	Y
	Y

	8
	See the details of objects in the LOR
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	9
	Manage all objects in the LOR
	i. Individual Academic
	N
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	N

	
	
	iii. Individual Professional Services.
	N
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	10
	Overwrite my objects in the LOR
	i. Individual Academic
	Y **
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y **
	Y **

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	11
	Overwrite all objects in the LOR
	i. Individual Academic
	N
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	N

	
	
	iii. Individual Professional Services.
	N
	N

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	12
	Open and view an object’s files in the LOR
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	13
	See all hidden objects in the LOR
	i. Individual Academic
	N
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	N

	
	
	iii. Individual Professional Services.
	N
	N

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	14
	Add reviews to objects in the LOR
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	15
	Manage reviews of objects in the LOR
	i. Individual Academic
	N
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	N

	
	
	iii. Individual Professional Services.
	N
	N

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	16
	Delete reviews of objects in the LOR
	i. Individual Academic
	N
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	N

	
	
	iii. Individual Professional Services.
	N
	N

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	
	Add classification
	i. Individual Academic
	Y
	N

	
	
	ii. Academic School VLE Coord.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	18
	View metadata
	i. Individual Academic
	Y
	Y

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	19
	Edit [ALL] metadata
	i. Individual Academic
	N
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	N

	
	
	iii. Individual Professional Services.
	N
	N

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N

	20
	Edit my metadata
	i. Individual Academic
	Y
	N

	
	
	ii. Academic LOR Coordinator.
	Y
	Y

	
	
	iii. Individual Professional Services.
	Y
	Y

	
	
	iv. Professional Services/NTU LOR Coordinator.
	Y
	Y

	
	
	v. Reviewer
	N
	N


Table A.2: User Category Permissions in School and NTU LORs
* Note that this refers to the following: 

· Adding a conventional link (URL) within your content, pointing to an LO in the LOR
· Adding an entire LO to your content, but using ‘direct link’ or ‘dynamic link’ option, rather than ‘import’ option. To recap, the distiction between these is:
· Import: adds an LO to your content (structure AND copies of all files). This amounts to making your own copy of the LO that lives in the LOR.
· Fixed Link: adds an LO to your content (structure only; files remain in LOR and are just linked to). Linking is ‘fixed’, so your LO stays as it is; does not reflect subsequent changes to LO in LOR
· Dynamic Link: adds an LO to your content (structure only; files remain in LOR and are just linked to). Link is ‘dynamic’, so your LO does reflect subsequent changes to LO in LOR)
**  This is the default state but might be subject to local quality assurance policy.

*** The School VLE coordinator will be able to move objects from the School LOR to the NTU LOR. However, they should not be able to delete the object from the NTU LOR as this task is within the remit of the Professional Services/NTU LOR Coordinatorinator role managing the NTU LOR.

Glossary of Terms

	Term
	Description

	CASQ
	Centre for Academic Standards and Quality at NTU

	CPLD
	Centre for Professional Learning and Development at NTU

	EDU
	Educational Development Unit

	IRep
	NTU’s Institutional Repository  - an outward facing repository of teaching and resource materials.

	JISC
	Joint Information Systems Committee

	JORUM
	A FREE online service run by JISC for staff in UK Universities and Colleges to share, reuse and repurpose electronic learning and teaching resources

	Learning object
	A digital artefact to support learning such as electronic documents (notes, exercises, reading lists), images, web pages, audio and video recordings, PowerPoint slides, blogs, and wikis. Such objects can be of a composite nature and thus contain constituent elements (or assets). Examples of composite objects would be PowerPoint files with embedded audio or video or a unit containing topics in a NOW learning room. Learning objects are usually tagged with meaningful information called metadata for retrieval and organisation purposes.

	Learning object repository
	A software application which consists of a database of learning objects and an access interface. Enables the use, creation, modification, deletion and management of learning objects. 

	LLR
	Library and Learning Resources at NTU

	MERLOT
	Multimedia Educational Resource for Learning and Online Teaching – a free  repository in USA for sharing learning objects.

	Metadata
	Fields or a collection of fields assigned to a learning object that stores information about that learning object. Metadata is used for organising and retrieving learning objects from the LOR.

	AR#
	User Access Requirement requirement e.g. AR1 refers to User Access Requirement Specification requirement 1

	NOW 
	NTU Online Workspace - the Desire2Learn Learning Environment installed at the University and in which the LOR tool resides.

	NTU
	Nottingham Trent University

	Org unit
	An organization unit within the D2L platform.

	Permissions
	D2L LOR permissions, as assigned in Manage Roles and Security settings in Learning Environment. These permissions differ from Trust permissions (described below.)

	Trust
	The relationship between an LOR and an Org Unit. A Trust contains three elements: an LOR, an Org Unit, and the Trust permissions.

	Trust permission
	The roles and permissions assigned to each LOR Trust.

	User Roles
	An assigned role as defined by a user's enrolments. A user's role defines their permissions.


Table A.3: Glossary of Terms

A. D2L LOR Functions and Permissions
Table A.4 contains a list of the LOR Permission settings with a description of the permission taken from the Desire2Learn Learning Repository Administration Guide (March 30, 2009) except for text in italics which has been added by the author. 
	LOR permission
	Description

	Publish to the LOR (from File Store and directly from PC in SCORM 1.2 package.)
	Publish LOs and assets to the Learning Repository.  

Upload SCORM 1.2- compliant packages, or an asset to the Learning Repository.

	Search the LOR
	Find LOs and assets based on user-input search criteria.

	Retrieve objects from the LOR
	Import LOs and assets published in the LOR to content or Files area of the org unit. 

Export copies of published LOs and assets to desktop.

	Create links to objects in the LOR *
	Allows dynamic or locked links that point to LOs or assets in the LOR to be created in the org unit’s content tool. 

Allows the user to create dynamic or locked QuickLinks. 

Allows the user to create direct, locked links to images and media objects from inside the HTML editor.

	Manage my objects in the LOR
	Edit or delete any LOs or assets that they published to the LOR. 

Move a learning object or asset that they published from one LOR to another, provided that they also have the Manage my objects in the LOR or Manage all objects in the LOR permission in the destination LOR.

	See LOR reports and stats
	Allows the user to view reports on the usage of the LO/asset.

	View objects in the LOR
	View a learning object or asset from within the LOR, from a link in Content or from a QuickLink.

	See the details of objects in the LOR
	View information about a learning object or asset, including its metadata, the files the LO or asset contains, and reports on its usage. If the object is complex, then it allows the user to view the sub-object structure of the LO, as well as the metadata of the sub- objects.

	Manage all objects in the LOR
	Edit or delete any LOs or assets in the LOR. 

Move any LO or asset from one LOR to another, provided that they also have the Manage all objects in the LOR permission in the destination LOR.

	Overwrite my objects in the LOR
	Overwrite LOs or assets that they published to the LOR.

	Overwrite all objects in the LOR
	Overwrite any LO or asset in the LOR.

	Open and view an object’s files in the LOR
	Allows the user to click file names on the View Files page to open and view the files.

	See all hidden objects in the LOR
	LOs or assets that were published and hidden by other users. 

Allows the user to view a learning object or asset from a QuickLink or a link in Manage Content even if the LO or asset is hidden and was not published by the user.

	Add reviews to objects in the LOR
	Allows the user to add a review to a learning object in the LOR.

	Manage reviews of objects in the LOR
	Allows the user to hide or show comments on a review for a learning object in the LOR.

	Delete reviews of objects in the LOR
	Allows the user to delete a review from a learning object in the LOR.

	Can Manage LORs in the DOME
	Allows users to see and manage LORs in the DOME

	Add classification
	Allows the user to add classification metadata to an object.

	View metadata
	View metadata for topics and modules in course content and for assets in the LOR.

	Edit [ALL] metadata
	Edit metadata for topics and modules in course content.


Table A.4: List of D2L LOR Permissions
END OF DOCUMENT
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