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1. Introduction 

A learning repository (LR) is an electronic database of stand alone resources that is used to allow users to store, retrieve and share resources in a controlled way. The Desire2Learn LR resides within the Desire2Learn Learning Environment which is installed at NTU and referred to as NTU Online Workspace or NOW.  The NTU LR System therefore refers to the following components: NOW learning environment, the LR tool and the organisation’s structures, policies, processes and practices that are in place to provide and maintain an LR service to its users (Schools and Professional Services).  

This specification document describes the licensing scheme that will be used for resources deposited within the LR and which may be shared with the wider community as open educational resources. 

This document should be read in conjunction with the following documentation:

· LR Functional Specification v2.0 
· LR Metadata Specification v1.2
and the following NTU policies (accessed 11/02/10):

· Intellectual Property Policy

· Policy on Student-Generated Intellectual Property

· Copyright in Learning and Teaching Materials

· VLE Copyright Policy

· Computer Use Regulations

· Website Disclaimer

What are Open Educational Resources?

The term was first introduced at a UNESCO hosted conference in 2000 and was promoted in the context of providing free access to educational resources on a global scale.  Open Educational Resources could include full courses, course materials, complete modules, notes, videos, assessments, simulations, worked examples, software and any other tools or materials or techniques used to support access to knowledge.  The OECD in 2007 defined Open Educational Resources as 

“digitised materials offered freely and openly for educators, students and self-learners to use and re-use for teaching, learning and research.”

Giving knowledge for free: the emergence of Open Educational Resources, OECD 2007.

http://www.oecd.org/dataoecd/35/7/38654317.pdf  Accessed 9 December 2009

Rationale for making educational resources open

In June 2009 the Higher Education Academy and JISC launched its Open Educational Resources (OER) Programme. Funded by HEFCE the aim of the programme is to make a “wide range of learning resources created for academics freely available, easily discovered and routinely re-used by both educators and learners”.  According to Dr John Selby (2009), Director of Education and Participation at HEFCE, making content open will give “further evidence of the high quality of UK education”. David Sadler (2009), The Higher Education Academy Director of Network also states that students would also benefit from this approach as “ a positive student experience depends on having access to resources”.  Peter Bradwell in his report the “The Edgeless University why higher education must embrace technoglogy” also argues that, 

Open access helps prospective students make a judgement on which university to choose, shares blue skies research with widest possible audience and supports outreach activity to open up higher education to new communities.







(2009 p.11)  

Bradwell Peter (2009) The Edgeless University http://www.demos.co.uk/files/Edgeless_University_-_web.pdf

JISC: Open Educational Resources Programme Officially Launches http://www.jisc.ac.uk/news/stories/2009/06/oer.aspx)

2. Facilitating open educational resources at NTU
Under the current intellectual property regime within NTU, the copyright in learning and teaching materials created by members of staff as part of their normal terms of employment is owned by the University and the University retains all rights in the materials.  To enable staff to make their educational resources freely available online outside NTU for potential non-commercial reuse and repurposing the University needs to authorise members of staff to licence such materials using a licensing scheme that is easy to use, easy to understand and internationally recognised whilst at the same time retaining some intellectual property rights in the materials.  The University is in the process of reviewing the Copyright in Learning and Teaching Materials policy with respect to the use of open content licences.  
2.a. Open content licences

There are a number of open content licensing schemes available such as the Educational Community Licence and the GNU General Public Licence.  Details of these and other licensing schemes are available on the Open Source Initiative website (http://www.opensource.org/).  However, Creative Commons is probably the most widely used and recognised of the open content licensing schemes currently available.  See http://creativecommons.org for additional information.  The LR metadata tool includes the facility to licence deposited materials with a Creative Commons licence.
Founded in 2001 Creative Commons is a non-profit US based corporation that works to increase the body of work that is available to the public for free and legal sharing, reuse, repurposing and remixing.  The first licences were released to the public for free in 2002 alongside a Web application platform to help creators licence their works freely for certain uses, with certain conditions.  The licences have subsequently been improved and ported to over 50 international jurisdictions including two for the UK; UK: England and Wales, and UK: Scotland.  Thus the licences are internationally recognised.  
Six different Creative Commons licences are available:
· Attribution [BY]
· Attribution, Share Alike [BY-SA]
· Attribution, No Derivatives [BY-ND]
· Attribution, Non-commercial [BY-NC]
· Attribution, Non-commercial, Share Alike [BY-NC-SA]
· Attribution, Non-commercial, No Derivatives [BY-NC-ND]
The licences have a number of components – a set of internationally recognised symbols (see Table 1.), a human readable licence deed which links to the full legal code and all the licences are machine readable also.  
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	Attribution

Others may copy, distribute, display, and perform the work and derivative works based upon it but only if they give credit in the way requested


	Non-commercial

Others may copy, distribute, display, and perform the work and derivative works based upon it, but only for non-commercial purposes
	Share Alike

Others may   distribute derivative works but only under a license identical to the license that governs the original work
	No Derivatives

Others may copy, distribute, display and perform only exact copies of the work


Table 1. Symbols used in Creative Commons licences
Other symbols are used to help explain how particular licences operate.  (Table 2.)
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	Creative Commons

The internationally recognised symbol for Creative Commons
	Share

Users are free to copy, distribute, display and perform the work
	Remix

Users are free to make derivative works


Table 2. Additional symbols used in Creative Commons licences
Notable educational users of Creative Commons licences are the Open University for their Open Learn materials (http://openlearn.open.ac.uk/ ) and by MIT on their OpenCourseWare materials (http://ocw.mit.edu/OcwWeb/web/home/home/index.htm ).  
Additionally, JISC under the Open Educational Resources programme are funding a number of projects designed to make a significant amount of existing learning resources freely available online and licensed in such a way to enable them to be used and repurposed worldwide using a Creative Commons licensing approach.  
Creative Commons estimate that in 2008 there were 130 million works licensed under some form of Creative Commons licence.  It is therefore recommended that NTU adopts one or more Creative Commons licences to enable staff to openly share as the licences are widely used by the educational community and are interoperable with other content sharing services, e.g JORUM, Merlot etc.  
2.b. Educational resources consisting of software

Creative Commons state that their licences should not be used on software as they do not make mention of source or object code.  Licences made available by the Free Software Foundation (www.fsf.org) or listed at the Open Source Initiative (www.opensource.org) were designed specifically for use with software.  Software documentation may be licensed with a Creative Commons licence.  

3. Requirements for the use of the Creative Commons licences at NTU
Existing NTU intellectual property policies (Appendices A and B) do not address the issue of sharing NTU owned copyright materials with the wider community so there is no instruction within the policies that would enable NTU creators to licence their work for use 
and repurposing outside of the University.  In the past, the University has stated that it regards learning and teaching materials as valuable intellectual property.  As such, it would be appropriate for the University to restrict commercialization rights offered under any licensing scheme applied to such materials.  However, if third party content, licensed under a Creative Commons Attribution-Share Alike licence is incorporated into materials created at NTU thus creating a derivative work, that new derivative work should be licensed under the same terms as the original i.e. Attribution-Share Alike.  Such a licence does

 permit commercial use.  
The LR metadata tool facilitates the attachment of the latest versions of the generic, unported Creative Commons licences.
LR1. *The following Creative Commons UK: England and Wales version 2 licences will be used, as appropriate, with NTU created educational resources: 
i. Attribution, Non-commercial [BY- NC]; 
ii. Attribution, Non-commercial, Share Alike [BY – NC – SA]; 
iii. Attribution, Non-commercial, No Derivative [BY – NC – ND] 
LR2. The appropriate Creative Commons licence (selected from LR1) will be clearly attached to the educational resource. 
LR3. The Creative Commons licence (selected from LR1) that has been attached to an educational resource will be recorded in the educational resource’s metadata.
LR4. All NTU created educational resources licensed using Creative Commons will be labeled with the appropriate symbols (see Table 1.) for the selected licence.

LR5. All NTU created educational resources licensed using Creative Commons will have links to the appropriate human-readable and legal deeds.

LR6. Third party content used in a deposited educational resource should be authorized by exceptions within the legislation or with explicit written permission stating that it may be licensed under Creative Commons.  
LR7. Guidance on the use and appropriateness of Creative Commons licences will be made available to creators of educational resources.
LR8. **NTU created educational resources comprising of software will be licensed using the GNU General Public Licence v3
.
LR9. Guidance on the use and appropriateness of the GNU GPL v3 licence will be made available to creators of educational resources.  
*At the time of writing the existing Copyright in Learning and Teaching Materials is in the process of being revised, and approved by the appropriate University committees, in order to authorize the use of Creative Commons licences on University created copyright materials.  This in turn may require the review of other NTU intellectual property policies to ensure there are no inconsistencies across the policies.  As in any other licensing scheme, Creative Commons licences can only be used on works created by someone who owns the copyright in the work or otherwise has permission to do so.  Thus it may not always be possible to use Creative Commons licences on NTU educational resources.

** The existing Copyright in Learning and Teaching Materials is in the process of being revised, and approved by the appropriate University committees, in order to authorize the use of GNU GPL v3 licences on University owned copyright software educational resources. This in turn may require the review of other NTU intellectual property policies to ensure there are no inconsistencies across the policies.   
Glossary of Terms
	Term
	Description

	CASQ
	Centre for Academic Standards and Quality at NTU

	CPLD
	Centre for Professional Learning and Development at NTU

	EDU
	Educational Development Unit

	IRep
	NTU’s Institutional Repository  - an outward facing repository of teaching and resource materials.

	JISC
	Joint Information Systems Committee

	JORUM
	A FREE online service run by JISC for staff in UK Universities and Colleges to share, reuse and repurpose electronic learning and teaching resources

	Educational resource
	A digital artefact to support learning such as electronic documents (notes, exercises, reading lists), images, web pages, audio and video recordings, PowerPoint slides, blogs, and wikis. Such objects can be of a composite nature and thus contain constituent elements (or assets). Examples of composite objects would be PowerPoint files with embedded audio or video or a unit containing topics in a NOW learning room. Also known as learning objects.   Educational resources are usually tagged with meaningful information called metadata for retrieval and organisational purposes.

	Learning repository (LR)
	A software application which consists of a database of educational resources and an access interface. Enables the use, creation, modification, deletion and management of educational resources. 

	LLR
	Libraries and Learning Resources at NTU

	MERLOT
	Multimedia Educational Resource for Learning and Online Teaching – a free repository in USA for sharing learning objects.

	Metadata
	Fields or a collection of fields assigned to a learning object that stores information about that learning object. Metadata is used for organising and retrieving learning objects from the LOR.

	LR#
	License Usage requirement e.g. LR1 refers to License Usage Model Specification requirement 1

	NOW 
	NTU Online Workspace - the Desire2Learn Learning Environment installed at the University and in which the LOR tool resides.

	NTU
	Nottingham Trent University

	Org unit
	An organization unit within the D2L platform.

	Permissions
	D2L LOR permissions, as assigned in Manage Roles and Security settings in Learning Environment. These permissions differ from Trust permissions (described below.)

	Trust
	The relationship between an LOR and an Org Unit. A Trust contains three elements: an LOR, an Org Unit, and the Trust permissions.

	Trust permission
	The roles and permissions assigned to each LOR Trust.

	User category
	A set of user roles within the NOW learning environment associated with the same LOR trust permissions.

	User roles
	An assigned role as defined by a user's enrolments. A user's role defines their permissions.


Appendix A. NTU Intellectual Property Rights Policy
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	INTELLECTUAL PROPERTY POLICY

	Policy area: 
	Commercial Activity


This policy came into effect on 3rd March 2008 and replaces all previous versions.

SCOPE

University-wide
DEFINITIONS

“NTU” and “the University” mean Nottingham Trent University and, where relevant, its subsidiaries.

“IP” means Intellectual Property

“IPR” means Intellectual Property Rights

“Commercial Manager” means the person responsible for management of commercial activities in the College/School, or the Head of Service in Professional Services departments.

Contents
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3. How does Intellectual Property arise in practice?

4. IP Ownership

5. Publication

6. Notification

7. Confidentiality

8. Exploitation of IP

9. Financial rewards to creators

10. Dispute resolution

11. Other Supporting Documents

12. Implementation & review timescale

13. Responsible Officer

INTRODUCTION

1.1. This document describes the formal policy of the University in relation to the creation, management and use of Intellectual Property (IP).

1.2. The University has a responsibility to identify, protect and manage its IP effectively and to diligently seek commercial exploitation opportunities.  In meeting that responsibility, the University wishes to encourage participation by all staff, and so promote wider recognition of achievements, intellectual contribution and reputation, and to increase the availability of financial benefits to individuals and NTU.

1.3. In implementing this policy, the University is also seeking to make it easier to manage external activities and to ensure a degree of consistency and professionalism in its dealings with external bodies.  To this end, the policy is supplemented by precedent agreements and template documents for use when undertaking external activities involving NTU Intellectual Property.

1.4. NTU’s Legal Services unit is responsible for the communication and general administration of the Intellectual Property policy. Overall responsibility for the policy rests with the NTU Senior Management Team.
1.5. Any queries relating to this document should, in the first instance, be referred to NTU’s Legal Services unit.

2. TYPES OF INTELLECTUAL PROPERTY
2.1. Essentially, Intellectual Property is any product of the human intellect that is unique, novel, unobvious, and has some value in the marketplace.

2.2. The Intellectual Property (IP) and associated Intellectual Property Rights (IPR) that are most likely to arise in the context of NTU activities are:

· Patents

· Copyright

· Registered design right

· Unregistered design right

· Trade marks

· Know-how.

2.3. Patents

2.3.1. Patents protect the technical and functional aspects of products and processes. A patent protects new inventions and covers how things work, what they do, how they do it, what they are made of and how they are made. It gives the owner the right to prevent others from making, using, importing or selling the invention without permission.
2.3.2. It is vitally important that inventions are not disclosed to anyone else (except where disclosed under a Confidentiality Agreement) prior to obtaining patent protection, as doing so may jeopardise the granting of the patent. 

2.3.3. More information can be found here: http://www.ipo.gov.uk
2.4. Copyright
2.4.1. Copyright protects tangible expressions of ideas.  This includes literary works, artistic works, musical works, sound recordings, films, works of artistic craftsmanship and importantly, computer programs.  Copyright arises automatically, so there is no requirement to register the work in order to gain protection.

2.4.2. Related to copyright is Database Right, which protects compilations of information in the form of a database.  Database right is similar to copyright in that it exists automatically as soon as the database is recorded.

2.4.3. In order to protect copyright once it has been created and to deter others from infringing, all products and materials should be appropriately marked as described in the supporting document “Copyright Marking”

2.5. Registered Design Right

2.5.1. Registered designs protect the outward appearance of articles.  A design can be registered if it is new and has individual character.

2.5.2. The owner of a registered design has a monopoly right for 25 years, during which time others are prohibited from selling, manufacturing or using the product/process without the design owner’s permission.

2.5.3. Products covered by a registered design should be marked with a reference to the registered design number or application number.

2.5.4. More information can be found here: http://www.ipo.gov.uk/
2.6. Unregistered Design Right

2.6.1. Design right is an intellectual property right which applies to original designs of the shape or configuration of products.  To qualify, the design must not be commonplace.  Well-known, ordinary, routine designs will not acquire design right, nor will shapes which are intended to match or fit other shapes or items.

2.6.2. Design right is not a monopoly right but a right to prevent copying, and lasts until 10 years after first marketing products made to the design, subject to an overall limit of 15 years from creation of the design.

2.6.3. All material in which unregistered design right is claimed should be marked “Design Right Nottingham Trent University NTU [year of first marketing]”. 

2.6.4. More information can be found here: http://www.ipo.gov.uk/
2.7. Trade Marks

2.7.1. Trade marks are “signs”, usually in the form of names, logos or devices, which are capable of distinguishing the goods and/or services of one organisation from that of another.

2.7.2. Trade marks can be registered in respect of certain classes of goods or services.  As with patents, a trade mark must be registered to be protected, but (unlike patents) trade mark owners have the option to renew their registration and thus extend the protection indefinitely. 

2.7.3. Trade Marks belonging to NTU should only be used with the permission of NTU and in the format prescribed by NTU.  Further information is available from NTU’s Legal Services unit, who hold the trade mark portfolio for the University.

2.7.4. More information can be found here: http://www.ipo.gov.uk/
2.8. Domain names

2.8.1. A domain name works like a company name and is a name by which a company or organisation is known on the Internet.  It is a convenient "short-hand" way of identifying a company’s web site address e.g. "amazon.co.uk".

2.8.2. There are many registrars who can register domain names.  Each country has a central registry to store unique names and addresses on the Internet.

2.8.3. More information can be found here: http://www.ipo.gov.uk/. 

2.9. Confidential information

2.9.1. Whilst it is not strictly an intellectual property right, confidential information is closely related to IP, and is protected by the law provided that the information is kept confidential or communicated to someone who is bound by a duty of confidence.  The recipient of the information is legally obliged to respect that confidentiality.

2.9.2. From NTU's perspective this right of confidentiality is likely to be of particular relevance in respect of commercially sensitive information (for example marketing plans, or confidential know-how relating to research work).

2.9.3. Any material which is confidential should be marked as such.  Ideally, recipients of key confidential information should be subject to separate non-disclosure agreements, which prevent disclosure of information that has been divulged in confidence.  Examples of non-disclosure agreements are available from NTU’s Legal Services unit.

3. HOW DOES INTELLECTUAL PROPERTY ARISE IN PRACTICE?

3.1. The following table gives examples to help illustrate how and when IP might arise in practice:

	Activity
	Patents
	Trade Marks
	Copyright
	Design Right
	Database Right
	Confidential Information

	Collating research or experimental results
	
	
	X
	
	X
	X

	Publishing academic papers, or

presenting seminars
	X
	
	X
	X
	X
	X

	Industrial design or engineering
	X
	
	X
	X
	X
	X

	Contract research


	X
	
	X
	X
	X
	X

	Consultancy


	X
	
	X
	X
	X
	X

	Writing or developing computer software
	X
	
	X
	
	X
	X

	Preparing a teaching manual, lecture notes or slides
	
	
	X
	X
	X
	X

	Preparing a brochure, prospectus or marketing materials
	
	X
	X
	X
	
	X


4. IP OWNERSHIP

The policy of NTU is that it shall own all intellectual property generated by work carried out under its auspices including the activities of its subsidiaries, except where otherwise described in this document.

4.1. Staff

4.1.1. In accordance with the Patents Act 1977 and the Copyright, Designs & Patents Act 1988, Intellectual Property created or developed through the course of employment belongs to the employer.

4.1.2. This means that IP will be owned by NTU where it is generated by members of staff (full or part time):

· in carrying out their normal or directed activities in connection with NTU, for example members of staff carrying out their normal teaching activities, or conducting research or experiments as part of their work; and/or

· using the resources and/or facilities provided by NTU; and/or

· using any existing Intellectual Property of NTU. 

4.1.3. Intellectual Property developed by a full or part time member of staff independently of their NTU duties, which involves no input from other NTU staff, no use of NTU’s other Intellectual Property, no use of NTU resources, and is not derived from knowledge or information gained in the course of their work at NTU, is owned by the member of staff.


4.1.4. Sponsors who fund Research activity will normally expect to own the IP arising from that activity.  Whilst this is accepted practice, it is important to ensure that it does not also result in NTU-owned IP being unintentionally transferred or assigned to the sponsor.  Accordingly, all IP-related aspects of Research activity should be cleared with the relevant Commercial Manager and or ADR.  Similar precautions should be taken to ensure proper protection of IP used in or arising from collaborative Research activity.


4.1.5. In order to ensure that NTU’s legitimate ownership of IP is recognised and accepted in other countries, staff will usually be required to formally assign ownership of Patents, inventions and other IP to the University.  The arrangements for such assignment of IP will normally be made by the relevant Commercial Manager.

4.2. Consultancy/commercial work undertaken by NTU Staff

4.2.1. IP may arise from work undertaken by NTU staff as part of consultancy or commercial work for an external client.  NTU’s default position is that any IP arising from such work shall be owned solely by NTU, unless negotiated otherwise.

4.2.2. Any negotiation on the ownership, control, use or management of IP that arises directly from consultancy work shall be subject to the approval of the Commercial Business Manager (or equivalent) in Colleges, or the Head of Service for other areas of the University.

4.2.3. Irrespective of any such negotiations, any existing NTU-owned IP which is used or relied upon in delivering the work shall remain the property of NTU, and shall not pass to the ownership or control of the client.  Contracts or agreements with clients must contain explicit statements to this effect.

4.2.4. NTU has a specific policy covering Consultancy activity, which should be read in conjunction with this IP policy.  The Consultancy policy is available on the NTU policies website.
4.3. Spin-Out Companies

4.3.1. Where appropriate, NTU will consider the creation of a limited company as a vehicle to exploit appropriate Intellectual Property (a Spin-Out Company).  Such ventures invariably involve the creation and/or use of IP, and can be complex.

4.3.2. NTU has a specific policy for Spin-Out Companies.  This covers the University’s involvement in the creation and development of such companies, and the associated creation, ownership, use and management of IP.  The policy on Spin-Out Companies is available on the NTU policies website.

4.3.3. Any queries on Spin-Out companies should be referred to NTU’s Legal Services unit in the first instance.
4.4. External Consultants

4.4.1. As part of its normal business, NTU will engage external consultants or other third parties to undertake work on its behalf.  Examples include software developers/programmers, seconded staff, vacation placements, advertising/design agencies etc.
4.4.2. In negotiating the provision of such work by external consultants/third parties, NTU staff are required to ensure that the formal engagement documentation contains explicit statements to the effect that IP arising from the work or service will belong to NTU, unless an alternative arrangement has been approved by the relevant Commercial Manager or, in the case of Professional Service departments, the Head of that Service.

4.4.3. It should also be noted that the negotiation of contracts with external consultants, where the value of the contract exceeds £25,000, is subject to the University’s formal Purchasing procedures.
4.5. Use of third party materials

4.5.1. Care must be taken to avoid infringing the copyright and other rights of third parties.  

4.5.2. Documents, information, brands, trade marks or other materials belonging to third parties should only be used in connection with NTU activities with the consent of the third party.  Failure to do so could expose NTU to legal action for unauthorised use.

4.5.3. There are some limited circumstances where acts are exempted from copyright infringement; these are described as exemptions for "fair dealing".  Those intending to claim such “fair dealing” exemption are required to verify their right to do so, and not simply assume that such protection exists.
4.6. IP over which NTU asserts ownership rights

4.6.1. Intellectual Property Rights can arise from many of the activities undertaken by University staff.  The following is an indicative (non-exhaustive) list of activities and outputs in which NTU ordinarily claims ownership of the associated Intellectual Property, where the outputs result from work done by staff in the course of their employment with NTU:

· Learning materials produced for use with/by NTU students
· Inventions

· Patents or potentially patentable innovations

· Discoveries

· Design rights

· Registerable Designs

· Copyright in software programs

· Know-how of a commercially valuable nature

· Databases 

· Software algorithms

· Internet Domain Registrations

· Formulations and methods of formulation of materials and compounds

· Methods of doing business

· Audiovisual materials (including audiovisual entertainment)

· Registered and non-registered trademarks

· Brands
· Commercial graphics including logos, fonts, etc. 

· Research log books
· Musical recordings and performances using NTU facilities.
4.7. IP over which NTU does not normally assert ownership rights

4.7.1. NTU acknowledges the rights of staff to retain ownership of certain types of Intellectual Property and to obtain benefit from all personal works and/or publications arising from activities undertaken outside their duties within NTU.  In this context, NTU will not normally seek to assert copyright ownership rights over the following types of artistic works:

· Paintings

· Poems

· Sculptures

· Screenplays

· Musical compositions

· Musical recordings or performances where NTU facilities are not used

· Theatrical recordings or performances

· Novels

· Other works of a primarily artistic nature not included above.

4.7.2. Similarly, NTU will not normally seek to assert copyright ownership rights over the following types of scholarly works:

· Books

· Chapters in books

· Seminar papers

· Conference papers

· Journal editorships

· Journal articles

· Invited lectures.

4.7.3. In those cases of artistic or scholarly works where NTU does own the Intellectual Property, it will not necessarily claim the ownership of the physical manifestation of the work itself – so for example, NTU will not insist on keeping and storing all artwork.

5. PUBLICATION

5.1. Members of staff shall consult with NTU before entering into any contract with a publisher (or producer of works in other media) in relation to copyright in a work produced by that staff member but where the associated Intellectual Property Rights in the work belongs to NTU.  Staff in Colleges and Schools must consult with their Commercial Manager or equivalent; other staff must consult with their Head of Service.

5.2. NTU will usually agree to the assignment of copyright to the publisher in printed materials intended for publication in academic journals or books unless a) it relates to materials specifically produced as distance learning materials or b) where publication could result in certain rights of NTU being adversely affected, for example, inability to apply for a patent protection.  In the latter case consent will be given once the adverse effect no longer exists.  Other cases will be considered on an individual basis.
6. NOTIFICATION

6.1. Members of staff are obliged to notify the University of any work from which IP has arisen that may have potential for commercial exploitation.  The College Management Team (or Head of Service in non-academic areas) shall establish whether NTU has any obligations to research sponsors or other organisations in respect of the IP.  Where there are no such obligations, the College Management Team (or Head of Service) shall, following consultation with the creator of the Intellectual Property, decide upon and implement the most appropriate route for exploitation of the Intellectual Property.

6.2. Where NTU decides to seek exploitation of the IP, the creator of the IP shall provide reasonable assistance with the exploitation process by (for example) providing information promptly upon request, attending meetings with potential partners and advising of further development.

7. CONFIDENTIALITY

7.1. Some forms of Intellectual Property require that the work is kept confidential until the necessary protections are put in place.  Staff should take all necessary steps to ensure that such work is kept confidential.

7.2. Before disclosing details of the work to any third party, the creator must discuss the matter with NTU, who will assist with the use of the appropriate confidentiality agreements (available from NTU’s Legal Services unit).  Staff are not permitted to enter into confidentiality agreements with third parties on behalf of NTU, without approval from the College Management Team or Head of Service, as appropriate.

8. EXPLOITATION OF IP

8.1. NTU actively encourages its staff to take the initiative in identifying Intellectual Property which has potential exploitation or publicity value or which could otherwise enhance the reputation of NTU.  Proposals for Exploitation of IP should, in the first instance, be made to the Commercial Manager.

8.2. After disclosure by, and consultation with, the members of staff (and, where appropriate, students) who created the Intellectual Property, NTU may decide at its discretion to protect or develop such Intellectual Property using NTU resources and funding.

8.3. Where such Intellectual Property belongs to NTU, it will fall under the revenue share provisions described below in the section on Financial Rewards to Creators. In all other cases assistance may be given with Exploitation subject to agreeing satisfactory arrangements which ensure that NTU receives an appropriate share of any monetary or other value derived from Exploitation.

8.4. For the purposes of this Policy, “Exploitation” means any sale, transfer, assignment, licence or other dealing in the Intellectual Property and/or the supply, sale or licence of goods or services involving use of the Intellectual Property other than through the provision of Consultancy services which are dealt with elsewhere in this policy document.

8.5. In the event that NTU decides, after having received full disclosure from those involved, not to protect or exploit the Intellectual Property, NTU will normally upon request assign its rights to the person who created the Intellectual Property.  A formal assignment document [available from NTU’s Legal Services unit] must be used to effect the assignment.  In the event that such assigned rights were subsequently exploited, NTU might require the person(s) who created the Intellectual Property to pay the reasonable costs incurred by NTU in relation to those rights.

8.6. In certain circumstances where NTU does not exploit IP, it may not be free to assign its rights; for example, if a public sector body has funded work, that body may acquire the IPR.

9. FINANCIAL REWARDS TO CREATORS

9.1. The University recognises that students, researchers and staff who innovate and put forward work and ideas for exploitation, should be justly rewarded.

9.2. It is, therefore, important to be able to correctly identify the "creator(s)" of any Intellectual Property that arise.  A person will not be considered the creator merely because he/she contributes advice or assistance.  A creator is the person who realises that, when certain details/information are brought together in a particular way, it results in an invention.  The "creator" for each type of Intellectual Property set out in section 2 of this Policy is as follows:

· Patents – the creator is the inventor;

· Copyright and Database Right – for Copyright the creator is the author, the person who has the original idea and records it in some form.  For Database Right the creator is the person making the arrangements for the compilation of the database e.g. deciding what information will be collated and in what format;

· Registered Design Right & Unregistered Design Right – the creator is the designer;

· Know-how - the creator is the person who developed the Know How.

9.3. NTU’s policy is to share Net Revenue with creators.  For the purposes of this policy, Revenue is any income received from external partners in respect of the exploitation of the Intellectual Property by NTU, and includes licence fees and royalties.  Revenue excludes monies received from a company in which a creator has an interest, whether as a shareholder or otherwise.

9.4. In calculating Net Revenue, NTU shall first be entitled to recoup from Revenue any costs and expenses that it incurs in protecting and exploiting the Intellectual Property, including, but not limited to, the following:

· Costs involved in the creation and development of the work;
· Application and registration costs (e.g. the actual cost of obtaining legal protection);
· Renewal fees (e.g. fees paid to maintain legal protection);

· Costs involved in defending the Intellectual Property;

· Costs of any legal agreements/advice associated with the Intellectual Property;

· Costs incurred by NTU in the commercialisation of the Intellectual Property; 

· Publication and marketing costs.

9.5. Using the following table as a guideline and subject to individual negotiation, NTU will divide Net Revenue as follows:

	Surplus Income
	NTU
	Creator(s)

	Up to £20,000
	10%
	90%

	£20,000 - £100,000
	40%
	60%

	£100,000 - £250,000
	55%
	45%

	Above £250,000
	70%
	30%


9.6. If more than one staff member (and/or student where appropriate) is involved in the creation of the Intellectual Property, NTU will decide in its discretion on their respective shares of the creator’s percentage above.  There will be a presumption that joint creators will each have equal shares unless there is a specific agreement to the contrary.
9.7. NTU will take into account the contribution made by individual creators, the extent to which it formed part of their normal duties and the extent to which creators contribute to the development, exploitation and promotion of the work.  
10. DISPUTE RESOLUTION

10.1. NTU wishes to avoid any disputes relating to this policy.  If a member of staff is dissatisfied with any decision made by NTU pursuant to this policy, they shall refer it to the Senior Pro-Vice Chancellor for resolution.  The decision of the Senior Pro-Vice Chancellor shall be final.

11. OTHER SUPPORTING DOCUMENTS

11.1. Consultancy Policy

11.2. Spin-Out Policy

11.3. Precedents/Templates/Guidance (available from NTU’s Legal Services unit)

· Student Assignment of Intellectual Property

· Procurement of Consultancy Services Agreement

· Intellectual Property Disclosure Form

· One way Confidentiality Agreement

· Two way Confidentiality Agreement

· Consortium Confidentiality Agreement

· Consortium Membership Agreement

· Commercial Consortium Collaboration Agreement

· Academic Collaboration Agreement

· Sponsored Research Agreement

· Provision of Consultancy Services Agreement 

· Academic Secondment Agreement

· Non-Case Studentship Agreement

· Knowledge Transfer Partnership Agreement

· Academic Material Transfer Agreement

· Commercial Material Transfer out Agreement

· Memorandum of Understanding

· Copyright Marking Guidance
12. IMPLEMENTATION & REVIEW TIMESCALE

12.1. This policy is effective from 3rd March 2008, and will be subject to review by the Senior Management Team (SMT) not later than 31st July 2009.  The review will consider the effectiveness of the policy, and will take account of the views of participants.  Following review, the policy will be renewed, withdrawn or amended by the Senior Management Team as appropriate.

13. RESPONSIBLE OFFICER

13.1. The Head of Governance & Legal Services is responsible for the implementation, development, and review of this policy and any related procedures.

	Document History

	First approved by/on
	SMT on 18th February 2008

	This version approved by/on
	SMT on 18th February 2008

	Next review due:
	31st July 2009


Appendix B. NTU Copyright in Teaching and Learning Materials Policy
	NOTTINGHAM TRENT UNIVERSITY

COPYRIGHT IN LEARNING & TEACHING MATERIALS


	Policy area: 
	Copyright Compliance


This policy came into effect on …………………………….. and incorporates all amendments to that date.

GOVERNANCE
Copyright policy for the University is regulated by:

· Copyright, Designs and Patents Act 1988 (as amended)and the following Regulations and Policies of Nottingham Trent University:

· Computer Use Regulations

· Website access agreement and disclaimer

DEFINITIONS
IP – Intellectual Property

IPR – Intellectual Property Right

· Copyright protects tangible expressions of ideas.  This includes literary works, artistic works, musical works, sound recordings, films, works of artistic craftsmanship and importantly, computer programs. Copyright can only exist in the actual expression of the idea whether it be expressed in writing, drawings, sound or performance.  For example, a group of students may write a play and perform it to the University.  Copyright would exist in the script being a literary work and in the actual performance of the play as a dramatic work.

· Related to copyright is Database Right, which protects compilations of information in the form of a database. A database may also be protected by database right if a substantial investment was made in obtaining, verifying or presenting its contents.
· Copyright and database right arises automatically, so there is no need to worry about applying for or registering the work in order to gain protection.

SCOPE
The University.
POLICY
1.
Ownership

The policy of the University is that it shall own all Intellectual Property (IP) generated by work carried out under its auspices including the activities of the trading subsidiaries except where otherwise agreed.

This means that where any Intellectual Property Right (IPR) is generated by students, postgraduates, researchers, and members of staff or otherwise as a result of:

a) carrying out their normal activities in connection with the University for example members of staff carrying out their normal teaching activities, or students/ researchers conducting experiments as part of their studies; and/or

b) carrying out any activities specifically assigned to them by the University; and/or

c) using the resources and/or facilities provided by the University;

such IPR will be owned by the University.

2.
Employees creating learning and teaching materials in the course of their employment


The University, as employer, owns the copyright in Learning and Teaching materials created by academic and general staff in pursuance of the terms of his or her employment, particularly any copyright in materials created for use as learning and teaching resource by a staff member.

3.
Employees creating learning and teaching materials outside the 
scope of their employment

From time to time, a staff member may be specifically required by the University to prepare materials for use in learning and teaching over and above his or her normal duties under the terms of his or her employment with the University. In such cases the University will own the copyright in the materials.

4.
Learning and Teaching materials created by a contractor or consultant

All University employees must approach the Copyright Advisor before entering into any arrangement with a third party (contractor or consultant). The intention here is to ensure upfront that the University owns the copyright in all Learning and Teaching materials created as part of the arrangement.

5.
Learning and Teaching materials created by a student

The University reserves the right to  claim ownership of copyright subsisting in material created by students where:
· the copyright in such materials builds upon, develops, contributes to, modifies or uses existing copyright generated by a University team whose purpose is to create materials to be used as a learning and teaching resource, of which the student is a member; or 

· the copyright in such materials has been generated as a result of funding provided for or obtained by the University or obtained by the student by virtue of their status as a student of the University for the purpose of creating materials, which may be used as a learning and teaching resource.
· For further particulars please see http://www.ntu.ac.uk/studenthandbook/rights/obligations/24377gp.html 
6.
Moral Rights

The University will endeavour to attribute major authors where appropriate and practical to do so; and endeavour to avoid subjecting the works to derogatory treatment where this is within the reasonable control of the University. 
7.
University Partner Arrangements

The University encourages participation in arrangements with partner organisations and to ensure appropriate ownership is achieved all University employees must contact the Copyright Compliance Officer/University Solicitor before entering into any such partnerships.
8.
Protection
The University requires any staff member, student, contractor or consultant to the to the University who creates Learning and Teaching materials to do all reasonable things necessary to enable the University to exercise its rights as owner of the Copyright in such Courseware including, but not limited to, any action required by this policy, or by any relevant University guidelines issued from time to time.
9.
Commercialisation

The University may enter into a commercial agreement to develop or deal with its Learning and Teaching materials with external bodies. This will be done in accordance with the Commercialisation of Ideas Policy as may be amended from time to time.

10.
Use of University’s Course Material


10.1
Staff Licence


Members of staff of the University are granted a non-exclusive, royalty-free licence            to use the Copyright in Learning and Teaching materials in all manners consistent             with teaching and research purposes, this policy and subject to the terms of his or            her employment.


 If a staff member who is also a creator of course material relocates to another                  educational institution, the University at its sole discretion may enter into such                 arrangements as may be agreed with the creator’s new employer.


10.2
Student Licence


Students of the University are granted a non-exclusive, royalty-free licence to use            the Copyright in Learning and Teaching materials for the courses or modules in                 which the student is enrolled to study at the University and where required by post-           graduate students, for research and study purposes. Such use must also be                       consistent with the relevant provisions of the law and this policy.


If any student uses Copyright in Leaning and Teaching materials in breach of this             policy, he or she will be subject to the relevant student disciplinary actions.


For further particulars please see 
http://www.ntu.ac.uk/studenthandbook/rights/obligations/24377gp.html 
10.3
Contractors & Consultants

The University will ensure that any contract with a contractor or consultant will       prescribe the ownership of any Copyright in Learning and Teaching materials in a   manner consistent with this policy. If this contractor or consultant uses the             Copyright in Learning and Teaching materials in breach of his or her contract, he    or she will be subject to the consequences of the default provisions in his or her      contract with the University.

OTHER SUPPORTING DOCUMENTS
· NTU Intellectual Property Policy

· NTU Commercialisation of Ideas Policy

· NTU Copyright Guidelines

· NTU Virtual Learnng Environment Copyright Policy
Responsible officer

The Director of Libraries and Knowledge Resources is responsible for the development, compliance monitoring and review of this policy and any related procedures.

IMPLEMENTATION OFFICER

The LLR Copyright Adviser is responsible for the promulgation and implementation of this policy throughout LLR or work unit.

	Document History

	Impact Assessed:
	

	First approved by:
	

	Amendments approved by:
	

	Next review due:
	


Appendix C   POLICY ON STUDENT-GENERATED INTELLECTUAL PROPERTY (STUDENT IP POLICY)
 1. INTRODUCTION AND DEFINITIONS 
1.1. This document sets out the formal policy of Nottingham Trent University in relation to the ownership and management of Intellectual Property generated by students of the University. 

1.2. For the purpose of this policy, Intellectual Property ("IP") means the product of intellectual or creative activity, and includes such items as inventions, designs, processes, copyright work (including works of art, computer software and computer data) etc. 

1.3. The term Intellectual Property Rights ("IPR") refers to the rights that exist in IP, and include patents, copyright, trade marks, design rights etc. 

1.4. "NTU" and "the University" both mean Nottingham Trent University. 

1.5. The "Hive" means NTU's Centre for Entrepreneurship and Enterprise, which provides facilities and resources for use by individuals seeking to develop their business ideas. 

1.6. "Student" means any person who enrols on a programme of study with the University, irrespective of level (undergraduate, postgraduate etc) or mode (full-time, part-time, distance learning etc). 

1.7. It is a condition of their formal enrolment with Nottingham Trent University (NTU) that students accept and agree to be bound by this policy. 

2. POLICY 
2.1. As a general principle, but subject to the exceptions listed below, NTU recognises that the student is the owner of any IP that he/she creates in the course of his/her studies at the University. Similarly, users of the Hive shall own any original IP that they create for use in, or exploitation through, their Hive business plans. 

2.2. NTU is committed to the successful exploitation of IP, and to ensuring that fair and reasonable benefit is obtained by all involved in its creation and exploitation. 

2.3. Students are encouraged to disclose to NTU any IP they generate that may have a commercial value, with a view to using NTU's expertise and resources to maximise the potential value of the IP through a joint agreement. Such arrangements shall be subject to a formal agreement between the Student(s) and the University, which will include detailed arrangements for the sharing of any associated costs and revenue. 
2.4. IP with possible commercial potential should normally be disclosed to the student's programme leader or supervisor. NTU shall have the right to decline any opportunity to commercially exploit student-generated IP. Where this is the case, it shall be for the student to decide whether, and how, to exploit the IP. 2.5. Users of the Hive will normally be required to enter into formal agreements that detail their rights and obligations, including specific arrangements on the ownership and management of related IP. In the event of any conflict between those Hive agreements and this policy, the Hive agreements shall take precedence. 

2.6. Exceptions 
2.6.1. Sponsored students 
Students who have personal sponsorship support may be subject to formal agreements with their sponsors, and these may require that IPR arising from the student's work are owned by the sponsor. Sponsored students are required to check the terms of their sponsorship and to notify the University, in advance of commencing their project or studies, of any IPR being claimed by the sponsor. 

2.6.2. Externally-sponsored work 
External sponsors will usually expect to own the IPR arising from work they have funded. Under normal circumstances, ownership of IPR will be included as part of the sponsorship agreement. However, for the avoidance of doubt, IPR arising from sponsored work undertaken by students will be owned by the sponsor of the work unless a formal agreement to the contrary exists. 

2.6.3. University-managed projects 
Where IP arises from projects in which students undertake specified work at the direction of University staff as part of an organised project, the associated IPR shall be owned by the University. For clarity, the student may be required to confirm that this is the case by formally assigning any IPR to the University. 

Depending on the nature and extent of a student's contribution to the project and the IP generated, the University may, at its sole discretion, include the student in the sharing of any reward that might arise from the commercial exploitation of the IP. 

2.6.4. Collaborative work 
Where IP arises from projects in which students undertake directed work as part of a formal collaboration between the University and other organisations, the ownership of the associated IPR shall be as specified in the formal agreement between the collaborating bodies. For clarity, the student may be required to confirm that this is the case by formally assigning any IPR to the University and/or its collaborators. 

Depending on the nature and extent of a student's contribution to the project and the IP generated, the University and its collaborators may, at their discretion, include the student in the sharing of any reward that might arise from the commercial exploitation of the IP. 

2.6.5. Non-Commercial use by the University 
The University shall have a non-exclusive right to retain, and make available for non-commercial purposes, copies of material (excluding Hive Business Plans) produced by students during the course of their studies at the University. This shall include the right to make copies of the material and to convert it to other formats. 

In this context, non-commercial purposes shall include: 

Retaining copies of students' work, including theses, and making these available as reference items via the University's Institutional Repository (IRep) and similar academic reference systems; 

Incorporating student-produced work, either whole or in modified form, in the University's learning and teaching materials; 

Using student-produced work for publicity purposes in the marketing of the University and its programmes; 

Using student-produced work for academic Quality Assurance purposes. 

2.7. IP derived from other IP sources 
2.7.1. Students must observe the IPR that exist in work produced by others (including the University). Students wishing to use, develop or draw upon material in which the IPR are owned by others must ensure that they have the necessary rights/authorisation before doing so. Guidance on use of third-party IP: http://www.ntu.ac.uk/llr/developing_skills/copyright/index.html 
3. TIME LIMITATION OF POLICY 
3.1. The rights and obligations described in this policy shall apply to all IP generated or used by students from the date on which they first register as students of NTU until such times as the related IPR expire or are surrendered by the respective owners. 

4. DISPUTES AND APPEALS 
4.1. In the event that a student disputes the ownership of IP or makes claim on the revenue generated from its commercial exploitation, the matter shall be referred for decision by the Dean of School.
4.2. In the event that the student is dissatisfied with the decision of the Dean, the student shall be entitled to refer the disputed matter to the Senior Pro Vice Chancellor. The decision of the Senior Pro Vice Chancellor shall represent the final step in the appeal processes available to the student within the University. 

5. IMPLEMENTATION & REVIEW TIMESCALE 
5.1. This policy is effective from 14 July 2008, and will be subject to review by the University's Senior Management Team (SMT) at intervals of not more than 12 months. 

5.2. Formal review will consider the effectiveness of the policy, and will take account of the views of participants. Following review, the policy will be renewed, withdrawn or amended by the Senior Management Team as appropriate. 

6. RESPONSIBLE OFFICER 
	6.1. The Senior Pro Vice-Chancellor is responsible for the implementation, development, and review of this policy and any related procedures. Document History 

	First approved by SMT on 
	14 July 2008 

	This version approved (unamended) by SMT on 
	20 July 2009 

	Next review due: 
	31 July 2010 


Appendix D: Virtual Learning Environment Copyright policy

Policy area: Copyright compliance

This policy came into effect on 11 February 2008 and incorporates all amendments to that date. 

Governance

Copyright policy for the University is regulated by:

· Copyright, Designs and Patents Act 1988 (as amended) 

and the following Regulations and Policies of Nottingham Trent University:

· Computer Use Regulations 

· Website access agreement and disclaimer 

Definitions

CLA – Copyright Licensing Agency

ERA – Educational Recording Agency

LLR - Library and Learning Resources

VLE – Virtual Learning Environment

The Copyright, Designs and Patents Act 1988 (as amended) describes copyright works as:

· Original literary, dramatic, musical or artistic works 

· Sound recordings, films or broadcasts, and 

· The typographical arrangement of published editions 

Scope

The University

Policy

1. This Policy does not change any aspect of the University’s Intellectual Property Policy.

2. The VLE aims to enhance learning and teaching via electronic delivery and facilitation.  Any activity on the VLE that supports this aim is encouraged.

3. Any copyright in the material contained on the VLE belongs to the copyright holders.

4. All materials, irrespective of format, deposited in the VLE should be copyright compliant.  Materials must be:

4.1. original creations of the depositor, where the depositor or the University have retained the copyright in those creations, or

4.2. compliant with the terms of the Copyright Designs and Patents Act 1988 (as amended), or

4.3. subject to the terms of one of the licenses held by the University, such as, but not limited to, the CLA license or the ERA license, or

4.4. available to be used freely under an open source /wiki /Creative Commons / copyleft / GPL or similar arrangement.

5. All third party materials deposited in the VLE must be:

6. fully acknowledged, and

6.1. any copyright statements must be kept in tact, and

6.2. compliant with the license terms under which they are made available.

7. Periodic checks will be made of sample content to ensure compliance with this policy.  Any materials identified as being non compliant will be required to be removed by the depositor, or the module leader if the depositor can not be identified, until permission is granted to use the resources.

8. Users may download or copy the available learning and teaching materials from the VLE for private study that constitutes as non-commercial study.  Copying, distributing or use of the materials contained on the VLE for any commercial purpose is not permitted unless prior approval of the copyright owners has been obtained.

9. Contributions to discussion boards and synchronous chat in relation to learning and teaching are regarded as the intellectual property of the authors.  If they are to be quoted by another person in a publication (electronic or print) acknowledgement must be given.

Other Supporting Documents

· Intellectual Property Policy 

· Copyright in Learning & Teaching Materials Policy 

· Relevant procedures 

Responsible officer

The Director of Libraries and Knowledge Resources is responsible for the development, compliance monitoring and review of this policy and any related procedures. 

Implementation Officer

The LLR Copyright Advisor is responsible for the promulgation and implementation of this policy throughout LLR or work unit.

	Document History

	Impact Assessed:
	8 February 2008

	First approved by:
	Senior Pro-Vice Chancellor (Academic Development & Research)

	Next review due:
	February 2010


Appendix E:  Computer use regulations for staff and students 

Contents 
Overview of University rules on the use of computer facilities and services 

1. Introduction 

2. Authorised users 

3. Computer misuse 

4. Copyright 

5. Data protection 

6. Computer pornography 

7. Contempt of court 

8. Defamation: Libel 

9. Discrimination 

10. Payment for use 

11. Administrative data 

12. Software use guidelines 

13. Digital material use guidelines 

14. Guidelines for personal websites and webpages 

15. Guidelines for the use of email systems 

16. Regulations for university computer systems monitoring 

17. Disclaimer 

18. Official institutional webserver guidelines 

Overview of University rules on the use of computer systems and services 
1. All staff and registered students may use the computer facilities and services provided by Nottingham Trent University unless access to those facilities and services is reduced, or withdrawn, for disciplinary reasons. However, you must observe the "University Regulations Governing the Use of Computed Based Facilities and Services" and any relevant guidelines. Failure to do so may lead to disciplinary action against you and the withdrawal of your usage rights. 

2. University computer systems and services are provided for academic purposes and while incidental and occasional personal use is permitted (such as personal email), this must not interfere with those academic purposes. 

3. University computer facilities and services allow you to: 

3.1 facilitate your academic studies 

3.2 use a wide range of networked software 

3.3 send and receive personal email 

3.4 access and use a wide range of on-line digital materials such as databases and datasets, as well as access the Internet.. 

3.5 make payment for the services available from your University smart card. Services that require payment include printing and public transport services and such other services that are added to the smart card facility from time to time. This service may be altered or withdrawn by the University at its discretion. 

4. You must not use computer facilities and services: 

4.1 to access, or attempt to access, computer systems or accounts on which you are not an authorised user (hacking). 

4.2 to use another user's username and password, even if he/she makes them available to you. 

4.3 to allow other individuals, whether members of the University or not, to access University computer systems using your username and password. 

4.4 to alter data, programs, files, email or any other computer material belonging to another user, without the other user's permission (see 19.4.2). 

4.5 to make, store, or transfer, unlicensed copies of any copyright or trademark work including computer programs, software or websites. 

4.6 to set up internet servers (web, email, USENET, Proxies or Peer-to-Peer), or place web pages on any University computer systems, other than that provided for academic purposes by the University. 

4.7 to send bulk email material unrelated to the legitimate educational business of the University, including but not limited to the transmission of bulk email advertising (spam). 

4.8 to send unsolicited email messages requesting other users, at the University or elsewhere, to continue forwarding such email messages to others, where those email messages have no educational or informational purpose (chain emails). 

4.9 to send e-mails which purport to come from an individual other than the user actually sending the message, or with forged addresses (spoofing). Do not pretend to be another person either in the University or elsewhere, in an attempt to obtain information (Phishing). 

4.10 to send or receive material the content of which is sexist, racist, homophobic, xenophobic, pornographic, or similarly discriminatory and/or offensive. 

4.11 to send or receive material which is illegal under UK law, may give rise to legal action against you and/or the University, or which contravenes the University Regulations and Guidelines. 

4.12 to use an unreasonable amount of bandwidth on the University computer network or an unreasonable amount of University computer system resources, unless explicitly connected with your studies or employment. 

If you are in any doubt as to whether your action might contravene the University rules, please contact Information Systems, in the first instance. 

1. Introduction
1.1 The proliferation of computer systems on Nottingham Trent University campuses combined with the relative ease with which employees and students of the University can gain access to national and international networked facilities, increases the importance of proper behaviour by users of computing facilities and services. This document provides guidelines that should be followed to ensure that use of such facilities does not interfere with the activities of others and does not damage the reputation of the University. These Regulations include, where appropriate, an interpretation of the current legal position (both Acts of Parliament and University regulations). 

1.2 As an employee or registered student of the University you have the right to use its computing facilities and services, but this right is conditional on your exercising it in a responsible way. If you misuse computing facilities you may commit a criminal offence and you may also contravene University regulations. These notes are not a detailed guide to the legal position but are for general guidance. 

1.3 In general, the University will always treat computer misuse as a breach of its own regulations, whether or not it is a matter for the criminal courts. However, in some cases the University may have limited control over the proceedings following a case of suspected computer misuse. This is particularly likely where the misuse is directed against a computer or a user outside the academic community and the Director of Public Prosecutions is involved. 

2. Authorised users 
2.1 As a member of staff or a registered student, you must seek authorisation to use one or more of the University's computer facilities or services in pursuance of your employment or course within the University. A separate authorisation maybe required for each facility or service. You will be required to sign an agreement to abide by the University's regulations. 

2.2 Use of the University's facilities and services without authorisation will breach University regulations and is a criminal offence. 

2.3 As an authorised user, you must also be aware of, and agree to abide by, the external rules applicable to users of University computer facilities and services. These will include, but may not be limited to: 

2.3.1 the UKERNA (JANET) Acceptable Use Policy; http://www.ja.net/services/publications/policy/aup.pdf 
2.3.2 the CHEST Code of Conduct for the use of software or datatasets. http://www.eduserv.org.uk/chest/conduct.html 
3. Computer misuse 
Access to other computers 
3.1 Many University computer systems provide access to computer networks that enable you to connect to computer systems at other educational establishments, but also to connect computer systems at many sites not related to the education sector. The ability to connect to a computer system does not automatically give you the authority to use it. If you access, or attempt to access, a computer system that you are not authorised to access, you breach University regulations and also commit a criminal offence. If you are convicted of this offence in the criminal courts the legal penalties are severe - you could be sent to prison for up to six months and fined up to five thousand pounds. 

3.2 Some computer systems offer freely available services, such as Bulletin Boards or Library Catalogues. If the system displays a message that explicitly states that you do not need to be authorised to use it, you may go ahead and use the system. If there is no explicit message, you should not attempt to use the system, without seeking authorisation from the system owner. 

Access to computers related to other offences 

3.3 You commit an offence against University regulations and a serious criminal offence if you access computer material without authorisation as a preparation for some more serious offence. If you are convicted of such an offence the legal penalties are very severe - you could be sent to prison for up to five years and given a heavy fine. 

3.4 You must not access a computer system without authorisation as a preparation towards committing a criminal act, for example accessing web sites of radical political organisations in order to obtain information prior to carrying out unlawful acts. The penalties are very severe, comparable to those for the criminal act for which you may be preparing. In such cases the matter would normally be passed to the police. The University may impose further penalties, up to and including exclusion or dismissal from the University, even in cases where there is no prosecution of conviction. 

Altering other user’s material 

3.5 You commit an offence against University regulations and a serious criminal offence if you alter data, programs, files, email or any other computer material belonging to another user, without the other user's permission. This also applies to the system data and programs. If you are in any doubt as to whether or not you are allowed to alter another user's computer material do not do so. If you are convicted of this offence in the criminal courts the legal penalties are very severe - you could be sent to prison for up to five years and fined an unlimited sum. The deliberate introduction of computer viruses is an example of an offence under this section of computer misuse legislation. 

Using another’s programs or information 

3.6 You commit an offence against University regulations, and a criminal offence, if you deliberately use a computer system to access any program or information which you are not authorised to use. You may access any information or program which you yourself have written, or which is freely available on the computer systems you are authorised to use. You must not access, or copy, information or programs belonging to other users without their permission, preferably in writing. If you are convicted of this offence in the criminal courts the legal penalties are severe - you could be sent to prison for up to six months and fined up to five thousand pounds. 

3.7 You must not use another user's username and password, even if s/he makes them available to you. If one user gives details of his/her password to another user then both of them are guilty of an offence against the University's regulations. If for any reason you wish to use another user's information or programs, you must get the user's permission. You are reminded that attempting to discover another user's password, by any means, is an offence. 

4. Copyright 
General 

4.1 Modern copyright law balances the legal right of authors to benefit from their work against the public interest in relatively free distribution. The use of moral rights, such as the right to be identified as the author of a work, provides authors with additional controls over the way in which their works are used. 

4.2 Infringement of copyright occurs if any act is carried out in relation to a copyright work (or any substantial part of a work) which the 1988 Copyrights Designs and Patents Act states are restricted to the copyright owner. Copyright works include text and drawings (whether on paper or electronic media), animations, images, graphs, software, 3 dimensional works, designs, sculptures etc. There are primary and secondary infringements. 

4.3 Primary infringements include: 

4.3.1 copying the work; 

4.3.2 issuing copies of it to the public; 

4.3.3 performing the work in public; 

4.3.4 broadcasting the work; 

4.3.5 including the work in a cable programme; and 

4.3.6 making an adaptation or doing any of the previous acts in relation to an adaptation. 

4.4 Secondary infringements involve commercial dealing in an infringing article. Infringement occurs when any of the above acts are done without the permission of the copyright owner. 
4.5 Electronic copying needs the permission of the copyright holder, or a licence, in the same way as paper copying. It is an infringement of copyright to make an electronic copy without permission. Thus, the making, use, and possession, of unauthorised copies of digital materials without the permission of the holder of the copyright in those materials is illegal, and may leave both you and the University open to criminal and civil proceedings. 

Fair dealing 

4.6 There are circumstances where acts are exempted from copyright infringement and these are described as exemptions for ‘fair dealing’. Where fair dealing is claimed, the purpose of the copying must be for research or private study or for reporting current events, or for criticism or review provided that there is sufficient acknowledgement of the source. The purpose may not be other purposes, such as commercial exploitation, whether direct or indirect. If you wish to copy for teaching purposes, you should obtain advice from Information Systems and/or Library & Knowledge Resources or check the terms of any licences Nottingham Trent University may have, such as that with the Copyright Licensing Agency, or with individual vendors. 

4.7 Fair dealing only permits a single copy to be made. Where there is to be multiple copying, permission will be required from the copyright owner or from a copyright licensing body. While the making of one original copy (paper or electronic) will be considered to be fair dealing, the making of further copies (paper or electronic) from that original is not. 

Software 

4.8 In general, systems and applications software (and many databases) are only licensed for use on the system upon which you find them. Unauthorised copying of such items with the intention to distribute them, even without charge, is a criminal offence under the Copyright, Designs and Patents Act 1988. If you are convicted of illegal copying, the penalties are severe. Unauthorised copying for private purposes is a civil offence and software companies are now much more rigorous in taking civil action. 

4.9 You may not copy software or any information from a University or other computer system for your own personal use unless you have obtained authorisation to do so from the owner of that software or information. You may not introduce unauthorised copies of software or any other unauthorised information on to University systems. 

4.10 Any original computer software will be protected by copyright. You must investigate whether you have the right to take a copy, and under what conditions, even in the case of software deemed to be 'Public Domain' or ‘Open Source’. You should not assume that all Public Domain and Open Source software is covered by identical terms in respect of copying and use. 

Internet 

4.11 Material on the Internet is subject to copyright, and webpages can be considered as literary works. Text articles contained on webpages will be separate literary works, the graphics are artistic works etc. In a single webpage there may thus be a number of copyrights. 

4.12 Although you may not be aware of it, copying starts when you start browsing, as the internet browser software makes copies in the computer's RAM and into your browser's cache file on the hard disk. Such transient copies are widely assumed to fall under fair dealing provisions, if not otherwise further copied and used. 

4.13 If you want to print out a single copy of a webpage, for individual research or private study, for reporting current events, or for criticism or review, this will be fair dealing. If you copy-and-paste short extracts from a webpage into a document of your own for criticism or review this will be fair dealing. Making of multiple copies, or the use of extracts for other purposes will require the permission of the copyright owner. Copying of an entire website or electronic journal for permanent storage does not fall within the fair dealing exemption and is likely to amount to an infringement of copyright. 

4.14 However, where access to a webpage is conditional upon agreement to the copyright owner's terms and conditions, for instance that material may not be copied by printing out, downloading, cutting and pasting or placing on a network except as explicitly allowed, this must be respected. 

CD-ROMs and Online Databases 

4.15 In principle, material on CD-ROMs and contained in on-line databases will also be subject to the fair dealing provisions. In practice, access to such material is usually conditional upon agreement to the owner's terms and conditions, which often state that material may not be copied by printing out, downloading, cutting and pasting or placing on a network except as explicitly allowed. 

5. Data protection 
5.1 The Data Protection Act 1984 provides a set of rules ("Data Protection Principles") that apply to the recording, storage, and processing, of all computerised (and some manual) information that relates to identifiable individuals ("personal data"). Failure to observe the Data Protection Principles may result in both criminal charges and civil actions for compensation. These Data Protection Principles may be summarised as follows: 

5.1.1 Obtaining and processing data fairly 

5.1.2 Using data for lawful purposes only 

5.1.3 Limiting disclosure 

5.1.4 Collecting only such data as are adequate, relevant and not excessive 
5.1.5 Ensuring that the data is accurate and kept up to date 

5.1.6 Holding data no longer than necessary 

5.1.7 Ensuring that data is kept secure. 

5.2 The Data Protection Act of 1984 has been supplemented and expanded by the Data Protection Act 1998. The data protection principles set out above remains largely unchanged. However, new safeguards are introduced to sensitive personal data and transfers of data outside the European Economic Area (“EEA”). In addition, the rules on confidentiality and security of data are tightened. Another change is that the new Act applies to data controllers instead of users. Data controllers are those who determine the purposes for and means by which personal data are processed. The new Act also corrects an omission in the old Act, whereby the data protection principles applied only to data users who were registered. The principles now apply to all data controllers, whether or not they are registered. An individual’s consent will be needed for the processing of data to be lawful unless the processing falls within specified grounds set out in the new Act. It is, therefore, best practice to obtain consent. 

5.3 Personal data must be fairly obtained. Data controllers must provide certain information to a data subject at the time the data is obtained or as soon as possible thereafter. This information includes the purpose for which the data will be processed. This is not an absolute requirement and certain exemptions apply. Data capture forms must, therefore, contain the appropriate consent notices and comply with “fair obtaining” requirements. 

Sensitive Personal Data 

5.4 Sensitive personal data is defined as data relating to racial or ethnic origins, political opinions, religious or philosophical beliefs, trade union membership, physical and mental health or sex life, commission of an offence or criminal court proceedings. 

5.5 Except in specified circumstances, (including legal claims, obligations in Employment Law and health purposes), processing of such data will be allowed only with the data subject’s explicit consent. If you are using the University’s computer systems to process such data, then you will need to make sure that you have obtained the explicit consent of the data subject to the processing and use of the data. 

Confidentiality and Data Security 

5.6 Under the new Act it is necessary to take “appropriate technical and organisational measures” to protect personal data against unlawful or accidental loss, change, disclosure or access etc. What is appropriate has to take into account the state of the art, the costs of implementation and the nature of the personal data, but it also includes taking reasonable steps to ensure the reliability of the people having access to personal data. Where processing involves transmission of data over a network, then taking care over confidentiality and security is of the utmost importance. You must inform data subject of any third parties to whom data may be disclosed. Unless the data subject explicitly consents or there is a contract in place governing data protection, then transfers of personal data outside the EEA will be allowed only where there is an acceptable level of protection in the recipient country. This is particularly relevant where personal data is made available on the Internet or World Wide Web since it can then be accessed from downloaded to any country in the world. It should be noted that even countries such as the US are, as yet, judged by the EU as not having an adequate level of protection and, therefore, sending personal data to colleagues or contacts in the US, without there being other safeguards in place, could fall foul of the Act. 

New Offences 

5.7 The new Act introduces a number of new offences which could apply to misuse or unauthorised use of personal data falling outside the Act. Compensation will be payable for damage and, possibly, distress suffered. 

You Must 

�. Check data capture procedures and forms, business and employment contracts to ensure that they contain appropriate Consent Notices, particularly in relation to sensitive data, and include all “fair obtaining” information. 

�. Check the structure of networks and web sites on which personal data are posted to ensure that confidentiality and security are sufficient. Take care that any personal data posted on or transferred over The Internet is protected by being made anonymous or by having appropriate contractual notice. 

�. Ensure that all records containing personal data are accurate and up-to-date. You should not keep personal data records for any longer than is actually necessary. 

�. Ensure that you keep records enabling you to comply with any requests for details of sources of data and the names of any third parties to whom data is or has been disclosed. 

�. Carefully review any disclosures of personal data, both within and, particularly, outside of the EEA." 

6. Computer pornography 
General 

6.1 From a legal point of view, the relevant UK legislation does not use the term "pornography", but rather concerns itself with whether the material in question is "obscene" or "indecent". In UK law, different types of computer pornography can be caught by different pieces of legislation. The primary pieces of legislation are the Obscene Publications Acts of 1959 and 1964, and the Protection of Children Act 1978 (as amended by s84-87 of the Criminal Justice and Public Order Act 1994), although the Telecommunications Act 1984 also contains some relevant provisions. Material containing pictures or descriptions of explicit sexual acts and pictures of children under the age of 16 naked or in compromising positions in particular should not be held, sent or displayed via University computer systems unless permission has been granted by the Director of Information Systems to do so for genuine academic purposes. In any event, the sending of material that, whilst it may not be indecent or obscene, has no academic merit, or is likely to bring the University into disrepute, or which may cause distress to other users, will be in breach of both the UKERNA Acceptable Use Policy and the University's Regulations and Guidelines. 

Obscene Publications 

6.2 While the depiction of sexual acts in pictures or text is the most obvious form of potentially obscene material, action may also be taken against pamphlets advocating the use of drugs, and material showing scenes of violence. 

6.3 If an article is obscene, it is not an offence to possess it, but it is an offence to distribute, circulate, sell, let on hire, give or lend it, offer it for sale, show it, play or project it, or, where the matter is data stored electronically, transmit it. Transfer of obscene material either manually by use of computer disks or other storage media, or electronically from one computer to another via a network or the Internet clearly falls under the Obscene Publications Act. Thus obscene material sent by e-mail, posted to USENET newsgroups, or displayed on a webpage is going to be caught by the legislation. Obscene material placed on a web server will be caught even when an individual simply makes the data available to be transferred or downloaded electronically by others so that they can access the materials and copy them. 

Indecent Publications 

6.4 The amended Protection of Children Act 1978 deals with photographic representations of children under 16 (or persons who appear to be under 16). It makes it an offence to possess, take, make, permit to be taken, distribute, show, intend to distribute or show, or publish or have published indecent photographs or pseudo-photographs of children. The Act defines 'distribution' very broadly. It is not necessary for actual possession of the material to pass from one person to another, the material merely has to be exposed or offered for acquisition. It also criminalises advertisements that suggest that the advertiser distributes or shows indecent photographs of children, or intends to do so. 

6.5 The term "photograph" includes 'data stored on a computer disc or by other electronic means which is capable of conversion into a photograph' and will cover digital representations of physical photographs (thus gif and jpeg image files, downloaded from FTP sites, embedded in webpages, or compiled from USENET messages, will be treated as photographs). A pseudo-photograph means any image which is capable of being resolved into an image which appears to be a photograph and, if the image appears to show a child, then the image is to be treated as if that of a child. This means that there is no need for a child to have been used in the creation of the image, indeed the Act covers an indecent image which may not be based on any living subject. The pseudo-photograph amendments deal with situations where, for instance, morphing software is used to create images which look as if they are of children albeit they are actually based upon images of adults. Placing of indecent pictures of children on a web server will almost inevitably mean that they will be distributed; when such pictures are held on a computer floppy disk, other computer storage media or network space they can be plausibly said to be in someone's possession; a link to a web site may be considered an advertisement; and a email offering such pictures in digital or paper form certainly would. 

6.6 If you receive any material containing: 

6.6.1 Pictures or descriptions of explicit sexual acts; or 

6.6.2 Pictures of partially clad children who look as if they may be under the age of 16 or in a compromising position; or 

6.6.3 Any material which is obscene; or 

6.6.4 Any material which is indecent; or 

6.6.5 Internet links to sites where you believe such material may be present (including but not limited to unsolicited emails offering you this material). 

You Must: 

�. Make no copies, nor forward or reply, show or reopen documents but report the presence of the material to Information Services. 

�. Alert the University Information Systems Security Manager of the presence of such material; by sending a separate email to ISSecurity@ntu.ac.uk, NOT a forward of the email itself. 

�. Co-operate with NTU and, if necessary, law enforcement agencies who may wish to prosecute; 

�. Note that NTU may Report the material to the Internet Watch Foundation following their procedures at http://www.iwf.org.uk/reporting.htm 
7. Contempt of court 
7.1 The Contempt of Court Act 1981 makes it an offence of strict liability to publish a "publication which includes any speech, writing, broadcast, cable programme or other communication in whatever form, which is addressed to the public at large, or any section of the public" where such a publication "creates a substantial risk that the course of justice in the proceedings in question will be seriously impeded or prejudiced." 
7.2 A "strict liability" offence means that an offence occurs even where the person making the publication did not intend to interfere with the course of justice. The broad definition of "publication" would cover USENET messages, email messages sent to mailing lists and webpages. The publication of material relating to a case will be an offence, where it occurs when the case is still in progress. However, if you know or have good reason to believe that proceedings are imminent, and you publish material which is likely or calculated to impede or prejudice the course of justice before the point laid down in the Act as the time when the case is "active" this may be a common law contempt. 

7.3 Actions which would commonly draw charges of contempt include: 

7.3.1 Publication of material that prejudges the case, especially where it makes the express or tacit assumption that the accused in a criminal trial is guilty 

7.3.2 Publication of material which is emotive or disparaging, especially where there is an insinuation of complicity or guilt by association 

7.3.3 Publication of material which is likely to be inadmissible at trial, such as previous convictions, or mention of evidence likely to be excluded as having been improperly obtained 

7.3.4 Publication of material such as a photograph of the defendant, where the issue of identification forms part of the trial proceedings 

7.3.5 Publication of material hostile or abusive towards potential witnesses with the intention of coercing them into not testifying, or disclosure of witnesses' names following a court order that their names should not be disclosed if there was a danger that lack of anonymity would prevent them from coming forward 

7.3.6 Publication of jury deliberations 

7.3.7 Publication of material breaching reporting restrictions 

7.3.8 Publications of material relating to court proceedings closed to the public, including where there is an issue of national security 

8. Defamation: Libel 
8.1 When sending material by email, posting on USENET newsgroups, using IRC or publishing webpages, you should be careful to avoid defaming other individuals. Defamation involves the publication of opinions and untrue statements which would tend to lower an identifiable individual's reputation in the public esteem and comes into two main forms, libel and slander. Libel consists of a defamatory 'statement or representation in permanent form only. Defamatory statements in books, articles, newspapers, letters, e-mails, webpages, visual images etc may all constitute libellous material. Slander covers defamatory statements made in non-permanent form such as verbal comments. 

8.2 An opinion or allegation which is merely abusive is not defamatory, thus venting one's feelings in merely abusive terms in an email, even if they injure the another party's self esteem, is not sufficient to ground an action for libel. Statements which allege dishonesty, fraud, anti-social behaviour etc. are however likely to be actionable. Thus calling someone an 'idiot' is merely hurtful, alleging that they are a paedophile could be defamatory. 

8.3 The defamatory statement has to refer to an identifiable individual, although they need not be specifically named. You cannot defame a class of people or dead people. Communication of the statement to the party named in it is not publication for libel purposes, as libel is concerned with how third parties view that party. However, in the case of an electronic mailing list the individual posting the communication will be well aware of the fact that it will be widely disseminated by the listserver, and still further by automated forwarding devices and the actions of others. Equally, it would seem obvious that webpages might well have the widest potential dissemination rate of all. The best way to avoid defamation actions is to ensure that all the facts that you publish are accurate. Advice should always be sought if there is any doubt. 

9. Discrimination 
9.1 Both the Sex Discrimination Act 1975 and the Race Relations Act 1976 are guided by the same principle, which is the prevention of unfair discrimination. Both Acts establish fines of up to five thousand pounds for criminal offences concerning discriminatory statements. Certain sections of the Public Order Act 1986 may also be relevant to any discussion of criminal liability on the Internet. 

9.2 Sections of that Act state that an individual who publishes or distributes written material which is abusive, threatening or insulting to the public, or to a section of the public, or who has such material intending it to be displayed publicly or distributed, will be guilty of an offence if that person intends to stir up racial hatred, or if, in the circumstances racial hatred is likely to be stirred up. Racial hatred is defined as hatred of any group of persons in the UK, whether they are defined by reference to their colour, their race, their nationality, their citizenship or their ethnic or national origins. 

9.3 In addition, European Union legislation can cover situations where discrimination takes place on the grounds of sexual orientation. Therefore, material located on or disseminated through the University's computer systems, which could be considered discriminatory, or could encourage discrimination on the grounds of gender, sexual orientation, race or ethnic origin may lead to legal action. Display of such material would in any event be likely to breach Nottingham Trent University's equal opportunities policy. 

10. Payment for use
10.1 When you become an authorised user of a University computer system, you are only entitled to use it for proper purposes in pursuance of your course or employment in the University. The use of University computing facilities is, in general, free of charge, although some facilities (such as printing) may require payment of costs. 

10.2 If you wish to use a University computer in connection with work for which you receive payment from an outside body, including one of the United Kingdom Research Councils, you must inform your Department before you undertake the work. Information Systems will need to be informed of work that uses the University’s network or internet. There may be a charge for such use. 

11. Administrative data 
11.1 You must not attempt to obtain access to any data relating to the administration of the University, unless you have been explicitly told that you may do so. The University is registered under the Data Protection Act, and you have the right under the Act to request a copy of the records relating to you which the University maintains. 

12. Software use guidelines 
12.1 The making, use, and possession, of any copy of computer software without a licence from the owner of the program is illegal, and may leave both you and the University open to criminal and civil proceedings. 

12.2 It is therefore of the utmost importance that you comply with the following guidelines: 

12.2.1 You may not make, or use, any more copies of any computer software than the relevant licence permits; and 

12.2.2 Except where otherwise allowed by legislation, you must comply with the terms and conditions held in that licence. 

12.3 The Copyright, Designs and Patents Act 1988 s50A permits a lawful user of a program to make a copy of it for backup purposes, even where the license purports to forbid such action. Indeed, any term of an agreement which prohibits or restricts the making of a back up copy of a program is void (s296A CDPA). However, if you are in any doubt as to the meaning or scope of the licence, or any relevant legislation, you should not make copies. 

12.4 Computer software may only be installed on University systems, or held on University premises, in the following circumstances: 

12.4.1 Where software is approved by Information Systems for use on the University Computer Network or by which software makes use of the University Computer Network or the internet. Software that makes use of the internet need to be inline with the JANET Acceptable Use Policy. 
12.4.2 Where software is for business or academic use. Software that has no business or academic value must not be installed on any University Computer System. 

12.4.3 Where a valid licence is held. Unlicensed copies of computer software must not be brought onto University premises; uploaded to or downloaded from University systems; or passed across University networks. Staff must not install or use unlicensed copies of computer software, and report the existence of such to Information Systems. 

12.5 If you are in any doubt as to whether computer software in your possession is held under a valid licence, it should not be used until you have verified that it is a legal copy and a valid license exists. If it is not a legal copy, it should be destroyed or deleted. 

12.6 Computer software may not be copied for the purpose of student study, research, or criticism, without the written permission of the copyright owner. If you are in any doubt as to whether permission has been granted, either by the original licence, or by other written communication from the copyright holder, no copies should be made. 

12.7 You may not distribute, sell, hire out, transmit over University networks or otherwise deal with any unauthorised copy of computer software. If you are in any doubt as to whether computer software in your possession is held under a valid licence, no dealings with that software should be undertaken, until you have verified that it is a legal copy. If it is not a legal copy, it should be destroyed. 

12.8 No member of University staff can give permission for students to engage in copyright infringing acts and breach of any of the above guidelines may lead to disciplinary charges being brought. 

12.9 NB As general guidance, software is validly licensed if: 

12.9.1 The software has been explicitly placed in the public domain for unrestricted free use, although this may still be subject to conditions regarding use, such as restrictions on de-compilation, reverse engineering or unauthorised alteration, particularly where such activities take place for the purpose of further distribution, sale, hiring out or other dealings. 

12.9.2 The software is Open Source, and the licensing terms of the accompanying license (even if GPL) are adhered to. Where Open Source Software is to be re-distributed, the original source code must be distributed also. Some parts of Open Source Software may have some copyrights and trademarks; the terms of these must also be followed. 

12.9.3 The software is shareware, and is being used during a license free evaluation period, or, if such evaluation period has expired, the relevant license fee has been paid, and you are operating under the terms of that licence. 
12.9.4 The software is neither in the public domain nor shareware, but a licence is held by you, or by the University, on your behalf, and you are operating under the terms of that licence. 

13. Digital material use guidelines 
13.1 The definition of digital materials for the purposes of these Regulations does not include computer software. Computer software has its own separate section in the University Regulations. 

13.2 You may not make, or use, any more copies of any digital material than permitted by fair dealing provisions or by relevant permissions and licences from the copyright holder. Where digital material is obtained under license conditions you must comply with all the terms and conditions held in that licence, including restrictions on printing, downloading, cut-and-paste and networking. 

13.3 Digital material may only be placed on University computer systems, or held on University premises, where permitted by fair dealing provisions or by relevant permissions and licences from the copyright holder. Infringing material must not be brought onto University premises; uploaded to or downloaded from University computer systems; or passed across University networks. 

13.4 If you are in any doubt as to whether you can hold, or make copies of, digital material you must check with Library & Information Services before proceeding. If existing digital materials are identified as infringing copies they must be deleted or destroyed 

13.5 Digital material may only be used for University purposes, or for your work with the University, either on University premises or elsewhere where permitted by fair dealing provisions or by relevant permissions and licences from the copyright holder 

13.6 Digital material may not be copied for the purpose of student study, research, or criticism, without the written permission of the copyright owner, except where permitted by fair dealing provisions. 

13.7 Provision of digital material that involves the making of more than a single copy for a single individual will not be fair dealing. Thus making a single copy for each member of a class, even if spread over time, will be an infringement. 

13.8 You may not distribute, sell, hire out or otherwise deal with any infringing copy of digital material. 

13.9 Digital material held under fair dealing provisions may not be further copied, distributed, sold or hired, to do so is a breach of copyright. Digital material obtained under licence, or with permission, may only be further copied, distributed, sold or hired if the licence or permission permits this. 
13.10 No member of University staff may give permission for students to engage in copyright infringing acts. Breach of any of the above guidelines may lead to disciplinary charges being brought. 

13.11 Examples of acceptable and unacceptable digital material use: 

13.11.1 If the only copying carried out, whilst viewing part or all of an electronic publication, is the incidental copying of the material to RAM or to hard disk by the program (e.g. a web browser or proprietary viewer) for operational purposes, and those copies are of a transient nature, this will be fair dealing. 

13.11.2 If you access an electronic journal available on-line using University computer systems and the browser automatically copies the article to your hard disk when you view the article 

13.11.3 If you view all of the articles of an electronic journal available on-line using your browser and it automatically copies all the articles to your hard disk cache as you view 

13.11.4 If you access an electronic journal available on-line using University computer systems and the browser automatically copies the article to a network cache 

13.11.5 If you print onto paper one copy of part of an electronic publication for your research or private study 

13.11.6 If you access an electronic journal available on-line using University computer systems and print out a hard copy of an article or save a copy of an article to your home directory, shared network area or to a floppy disk for research or private study 

13.11.7 If you access an electronic resource to which Nottingham Trent University has a paid subscription you can print out hard copy of some of the material from the resource or save a copy of some of the material to your home directory, shared network area or to a floppy disk for research or private study, assuming this is allowed by the licence agreement. If you are uncertain about whether you may print, or the amount you may print, you should obtain advice from the Library & Information Services. 

13.11.8 A friend may print you a hard copy of digital material for your research or private study. However, if your friend knows, or has reason to believe, that you intend to then make multiple copies of that copy for distribution, then this is not fair dealing (s29(3)(b) CDPA 1988). 

13.11.9 If you copy onto disk part of an electronic publication for permanent local electronic storage accessible to only one user at a time 

13.11.10 It is not fair dealing for an individual to copy onto disk all of an electronic publication for permanent local electronic storage. 
13.11.11 If you want to download an entire Web site, you must contact the owner of the Web site for permission - this is not fair dealing, This also applies to creating a mirror copy of the website. 

13.11.12 If you view an entire web site and your browser automatically copies all the pages to your hard disk cache as you view them - this is fair dealing, unless you do so with the intent of using the transient files to create an infringing copy. 

13.11.13 If you want to download an entire electronic journal, you must contact the owner of the electronic journal for permission - this is not fair dealing. 

13.11.14 If you want to download an issue of an electronic journal, you must contact the owner of the electronic journal for permission - it is unclear whether this is fair dealing. 

13.11.15 You may not place part or all of an electronic publication in which you do not hold the copyright, or for which you have not obtained permission from the owner, on a network, shared area or website open to the public. 

13.11.16 If you want to put some of your work on the Internet, you may do so if you retain the copyright in that work. If you have assigned your rights, or granted an exclusive licence in that work, you can only do so you have specifically retained this right, or if you contact the new copyright owner and ask permission. 

13.11.17 You may not put other people's work on the Internet without getting the permission of the copyright owners first. 

13.11.18 You may not cut-and-paste portions of other websites into your own, unless explicitly permitted to in the copyright notice on those sites or without getting the permission of the copyright owners first. 

14. Guidelines for personal websites and webpages 
14.1 The University does not allow personal websites and webpages. If you require further information, please contact Information Services. 

15. Guidelines for the use of email systems 
Introduction 

15.1 Electronic mail (email) is an important means of communication for Nottingham Trent University. It provides an efficient method of conducting much University business and the University anticipates that the use of email will continue to increase. This document sets out the University's Regulations on the proper use of email for University purposes, including instruction, research, public service, and administration. For the purposes of this document email will (despite some functional differences) be taken to include IRC, USENET, Instant Messenger Services and Chat. 

The Guidelines 

15.2 The intent of this document is to assure that: 

15.2.1 the use of University email is related to University purposes; 

15.2.2 University resources are used effectively; 

15.2.3 disruptions to University activities are avoided; and 

15.2.4 the University community is informed about confidentiality, privacy and acceptable use of email. 

Scope 

15.3 The phrase "University business use of email", encompasses instruction, research, public service, and administration, regardless of the funding source of such activities. 

Definitions 

15.4 For purposes of this document, University email has four components: 

15.4.1 Preparation: encompasses the production of a message in electronic format for eventual distribution via a communications network. This production involves using a computer and a computer software program supporting email, and connection to a data communications network capable of transmitting e-mail. 

15.4.2 Transmission: encompasses the use of a communications network to send or receive an e-mail message. 

15.4.3 Receiving: encompasses the use of a computer, software, a network connection, and an e-mail address to receive and display email. 

15.4.4 Storage: encompasses the use of storage media for email messages and applies to storage associated with preparing, transmitting, and receiving email. 

University email facilities: this term refers to any and all University equipment (including hardware and software), supplies, and services (e.g., networks). 

Overview 

15.5 There are a number of characteristics that distinguish email from other means of communication, such as paper records and telephones. Awareness of these traits should guide an individual's use of email. 

15.6 To prevent loss of data, as part of standard computing and telecommunications practices, email systems and the systems involved in the transmission and storage of e-mail messages are normally "backed up" on a routine basis. The back-up process results in the copying of data, such as the content of an email message, onto storage media that may be retained for periods of time and in locations unknown to the originator or recipient of an email. The frequency and retention of back-up copies vary from system to system. While it may be difficult and time consuming, it should be assumed that back-up copies of emails that exist can be retrieved even though the recipient has discarded his/her copy. 

15.7 It is usual practice for individual email accounts to be password protected. While this security measure is beyond the usual measures taken to protect access to paper records and telephones, it does not confer a special status on email records with respect to the applicability of laws, policies, and practices. 

15.8 In the normal course of their work, Information Systems personnel or system administrators may monitor the performance of a network or email service. It can be assumed, therefore, that the content of email messages may be seen by such individuals during the performance of these duties. 

15.9 Email is not a secure service. For example, it is possible for unauthorised individuals to monitor the transmission of email or to send spoofed email appearing to have been sent from a user's name / mail address. Therefore, users should not include any confidential or personal information in a email message. Use an alternative method of communication to send confidential information. 

15.10 Access to email is a privilege and certain responsibilities accompany that privilege. Users of e-mail are expected to be ethical and responsible in their use. 

Access 

15.11 Access to University - email is governed by two principles: 

15.11.1 compliance with appropriate use of University resources and policies, and 

15.11.2 providing services only to University persons or affiliates. 

15.12 Academic and staff employees, students, and affiliates of the University (volunteers of official University organisations, such as alumni associations, student organisations, employee advisory groups, campus foundations, and support groups, or individuals with an official but often temporary affiliation with the University, e.g. individuals serving on University Committees) may be provided with, at the discretion of the University, access to University email facilities for the performance of University activities. Access may include preparing, transmitting, receiving, and storing e-mail messages. 
15.13 Individuals with no affiliation with the University (e.g., members of the general public, members of the press, and prospective students) and those with an affiliation, but whose use is for a non University purpose, may not be provided access to University email facilities i.e. may not prepare and transmit e-mail messages using University email facilities, except that email initiated by such individuals on non-University facilities, and addressed to a University email user, may traverse University networks. 

15.14 Anyone in either category who is given a University email address must take steps to limit the use of that address. Some Internet sites harvest email addresses to sell on to third parties to send unsolicited bulk emails. Users should read privacy policies on third party sites before giving an email address and consider whether it is appropriate in each case to provide a University email address before doing so. If unsolicited emails are received at a University address on a regular basis the user should take steps to be removed from those lists. 

Appropriate use of University email resources 

15.15 E-mail is subject to all the same laws, policies, and practices that apply to the use of other means of communications, such as telephones and paper records. Users must therefore ensure that their use of email facilities is consistent with appropriate use of University resources and facilities. 

15.16 For example, users may not use University resources and facilities, to transmit: 

15.16.1 commercial material unrelated to the legitimate educational business of the University, including the transmission of bulk email advertising (spamming); 

15.16.2 bulk non-commercial email unrelated to the legitimate educational activities of the University which is likely to cause offence or inconvenience to those receiving it. This includes the use of email exploders (i.e. listservers) at the University and elsewhere, where the email sent is unrelated to the stated purpose for which the relevant email exploder is to be used (spamming); 

15.16.3 unsolicited email messages requesting other users, at the University or elsewhere, to continue forwarding such email messages to others, where those email messages have no educational or informational purpose (chain emails); 

15.16.4 emails which purport to come from an individual other than the user actually sending the message, or with forged addresses (spoofing); 

15.16.5 emails which purport to come from an individual or organisation asking users to reply with personal information which could be used for criminal activities (phishing); 
15.16.6 material which is sexist, racist, homophobic, xenophobic, pornographic, or similarly discriminatory and/or offensive; 

15.16.7 material that advocates or condones, directly or indirectly, criminal activity, or which may otherwise damage the University's research, teaching, and commercial activities, in the UK or abroad; 

15.16.8 text or images to which a third party holds an intellectual property right, without the express written permission of the owner; 

15.16.9 material that is defamatory; 

15.16.10 material that could be used in order to breach computer security, or to facilitate unauthorised entry into computer systems either on campus or elsewhere; 

15.16.11 material that is likely to prejudice or seriously impede the course of justice in UK criminal or civil proceedings; 

15.16.12 material containing personal data (as defined by the Data Protection Act 1998) about third parties, unless their explicit permission has been given, or the information is properly notified to the Data Protection Commissioner, or the information is covered by a relevant exemption; 

15.16.13 emails which are offering the sale of goods from University users to other users both on campus and elsewhere; 

15.17 The University provides access to email systems for the conduct of University business. Incidental and occasional personal use of email is permitted within the University so long as such use does not disrupt or distract the conduct of University business (i.e. due to volume or frequency) and that such emails do not bring the University into disrepute. 

Disclosure, privacy and technical controls 

15.18 Email is subject to the same laws, policies, and practices that apply to the disclosure and protection of other means of communications, such as telephones and paper records. 

15.19 Users may not, under any circumstances, monitor, intercept or browse other users' email messages. Information Systems personnel, or system administrators, may not monitor other users' email messages other than to the extent that this may inevitably occur in the normal course of their work. In all other circumstances, monitoring, interception and reading of other users' email by Information Systems personnel or system administrators may only occur under the University Regulations for the monitoring of computer based data. These Regulations require the permission of the Director of Information Systems for monitoring/review to take place, and Information Systems must be notified, in advance, as to the reasons for that monitoring/review to take place. Monitoring will only be conducted by authorised Information Systems staff. 

15.20 The University has the right to access and disclose the contents of a user's email messages, as required by University legal and audit obligations, for legitimate University operational purposes. 

15.21 The University needs to take steps to reduce the amount of unsolicited emails, which are received onto the network and to reduce the risk of harm to the network. As a result the University may monitor email traffic either manually or electronically and it may block certain types of emails such as (but not limited to) hotmail emails, emails from an unidentified sender, emails without a proper identified recipient in the “To” field and emails containing malicious attachments such as viruses. Users acknowledge that there is no right to privacy when using the University computer systems and no right to receive emails. 

Email addresses 

15.22 Nottingham Trent University owns all rights in its users' University email addresses. When a user's affiliation with the University is terminated, to the extent technically and financially feasible, the University may accommodate the redirection of email to a new email address identified by that user for a reasonable period of time as determined by the University. 

15.23 A student's email address is considered a student record and is subject to University policies and procedures in regarding the disclosure of information from student records. 

Potential consequences of misuse of University email facilities 

15.24 Violations of University Regulations governing the use of University email facilities by a University employee, student, or other may result in revocation of the account and/or disciplinary action. Such disciplinary action may include termination of employment, if the violator is an employee, or termination of course of study, if a violator is a student, as appropriate and in accordance with University policies, regulations, or contracts. 

16. Regulations for university computer systems monitoring 
Introduction 

16.1 In the business environment, it is becoming the norm for companies to routinely monitor all data held on their equipment and to inspect all email and other electronic data entering, leaving, or within, their networks. 

16.2 Nottingham Trent University has the legal right, at any time, to inspect all data held on University computer equipment, and to inspect all email and other electronic data entering, leaving, or within, the University network to ensure conformity with: 
16.2.1 University regulations 

16.2.2 Contractual agreements with third parties 

16.2.3 UK law 

16.3 The University is obliged by virtue of the agreement entered into with UKERNA to ensure as far as possible that its users do not use the SuperJANET network to transmit or transfer certain types of electronic data. 

16.4 The University is obliged by law to report to the police the discovery of certain types of electronic data, if that data is found on University equipment, or transmitted across University networks. 

16.5 Many types of routine computer service tasks will involve members of Information Systems and Library & Knowledge Resources, having access to various levels of staff and student held data. Examples include: 

16.5.1 system administrators receiving email failure notifications will often be sent the text of the failed message by the email server which has rejected or redirected it. 

16.5.2 staff making archive copies from fileservers will, as part of the archiving process, often be able to read the names of files held in staff and student accounts. 

16.5.3 staff sorting output from printers prior to its dissemination to users will be able to view the content of that output. 

16.6 This document contains the University's Computer Systems Monitoring policy. The policy is designed to describe to staff and students: 

16.6.1 the monitoring measures that the University has decided are acceptable, 

16.6.2 the types of circumstances as a result of which monitoring may be instituted, and 

16.6.3 the procedures that ensure that monitoring is carried out only under those circumstances, and prevent abuse of the monitoring process. 

The policy 

16.7 It is University policy that the staff of Information Systems and relevant staff in other departments, may not routinely access staff and student data held on University computer systems, or routinely inspect the contents of email and other electronic data entering, leaving, or within, the University network. Attempts by any member of staff to implement any such system of monitoring will be in breach of this policy and may be the subject of disciplinary proceedings. 
16.8 The University recognises that, due to the nature of computer systems, data held on University computer systems, passing across its networks, or printed out on University equipment, may at times be visible in readable form. In such circumstances, that data may well be viewed by the staff of Information Systems or by relevant staff in other departments. Such incidental viewing will not constitute a breach of this policy, even where such viewing leads to the implementation of authorised monitoring (as described below) and/or disciplinary procedures against the user concerned. 

16.9 The University reserves the right to monitor and access data held on its computer equipment, or email and other electronic data entering, leaving, or within, the University network in the following circumstances: 

16.9.1 Where, by virtue of carrying out routine system administration tasks, members of Information Systems and other members of University staff discover data which breaches University regulations, the University's contractual obligation to third parties, or UK law, or where the nature of the data suggests such a breach has occurred or will occur. 

16.9.2 Where complaints are received by the University authorities suggesting that the University's computer systems or networks are being used to store, transmit or transfer data which breaches University regulations, the University's contractual obligation to third parties, or UK law. 

16.9.3 Where the University has been requested, or required, to monitor data by the police as part of a criminal investigation. 

16.9.4 Where there is other reasonable suspicion that users are storing, transmitting or transferring data which breaches University regulations, the University's contractual obligation to third parties, or UK law. 

16.10 The University reserves the right to monitor the nature and extent of data uploaded and downloaded from the Internet. This may be carried out by various means, including random searches of University computer systems. 

16.11 Specific monitoring of user data, and specific access to user data, by Information Systems staff may only be legitimately carried out under this policy with the knowledge and written consent of the Director of Information Systems. Personnel Services will be informed of this investigation in terms of staff and the Head of College will be informed of this investigation in terms of students. 

16.12 Specific monitoring of user data, and specific access to user data, by staff of other departments may only be legitimately carried out under this policy with the knowledge and written consent of the Director of Information Systems and Head of College which owns the computing system on which the data is stored, or from which it is transmitted, or transferred. 

16.13 Specific monitoring of, or specific access to, user data should only take place for such time as is required to ascertain whether the user or users concerned are storing, transmitting or transferring data which breaches University regulations, or the University's contractual obligation to third parties, or UK law. Long term monitoring should only be permitted when this is specifically requested by the police as part of an on-going criminal investigation. 

16.14 All specific monitoring of, or specific access to, user data must be reported, along with the reasons for that action being taken, and the result, if any, of the monitoring or access, to relevant Head of Department. The Corporation Solicitor & Secretary, Director of Human Resources and/or Director of Information Systems should be informed as necessary. 

16.15 Only suitably qualified staff in Information Systems will conduct monitoring. 

17. Disclaimer 
17.1 Whilst every reasonable endeavour is made to ensure that Nottingham Trent University computing systems and services are available as scheduled and that they function correctly, no liability whatsoever can be accepted by the University for any loss or delay as a result of any system malfunction, howsoever caused. 

17.2 Whilst every reasonable endeavour is made to ensure the integrity of software products available via. Nottingham Trent University computing systems, the University does not offer any warranty on any software or its support. Accordingly, no liability can be accepted in consequence of any such product producing incorrect results or failing to work as documented. The final responsibility for ensuring that any software is suitable for the purpose for which it is used, or that any result obtained on the computer system is correct, must always rest with the user. 

17.3 Whilst every reasonable endeavour is made to ensure the integrity and security of information held on computer media, no consequent liability can be accepted by the University as a result of any such information being inadvertently lost, corrupted, deleted, destroyed or inappropriately accessed except where such liability is imposed by statute. 

17.4 Whilst every reasonable endeavour is made to help ensure the integrity and security of facilities where payment for services can be made over the Internet to the University and/or third parties (in accordance with 19.3.5 or otherwise) no liability can be accepted by the University for losses incurred from the use of the facility by the user. 

17.5 Whilst every reasonable endeavour is made to ensure the accuracy of advice and information provided by the University no liability can be accepted by the University for any consequential damages or losses arising from reliance upon it by the user. 
17.6 The University reserves the right to dispose of spoilt work and waste media at the time, and in the manner, of its choosing. 

18. Official Institutional Webserver Guidelines 
18.1 The Nottingham Trent University web servers shall meet the standards set in Nottingham Trent University's Code of Practice for its Web servers and Web pages. 

18.2 With regard to copyright, the Nottingham Trent University Information Systems e-business team shall endeavour to ensure that Nottingham Trent University obtains all intellectual property rights in the material to be used in its official webpages. Where the owner of the intellectual property rights in material cannot be definitely ascertained, that material should not be used, and this applies especially to material obtained from the Internet. 

18.3 The copyright in work carried out by Nottingham Trent University's employees during the normal course of their employment and published on Nottingham Trent University webpages, will normally vest in Nottingham Trent University. Where there is any doubt as to whether the work is carried out during the normal course of their employment, agreement of ownership of the intellectual property rights should be obtained in advance of the use of the material. 

18.4 When external providers of information and other materials are used, agreement of ownership of the intellectual property rights should be obtained in advance. Ideally Nottingham Trent University will ask for an assignment of all intellectual property rights from the external provider. Where this is not possible, permission to use the material by way of licence should be obtained in writing. 

18.5 When external providers of information and other materials are used, indemnities should be sought in advance by Nottingham Trent University that the material is free from third party intellectual property rights, and that it is not of a defamatory nature. Such indemnities shall, in the event of legal action, be used as a defence against any liability that might otherwise attach to Nottingham Trent University. 

18.6 A centrally maintained register of all third party supplied materials should be kept by the University containing relevant assignments of intellectual property rights, the terms and conditions of any intellectual property licences obtained, and all indemnities. 

18.7 Guidelines for all external providers of information and other materials with regard to Nottingham Trent University's position on intellectual property rights and indemnities should be produced and supplied to the external providers, in advance of material being commissioned.
Appendix F: Website disclaimer

1. Access agreement between users of the www.ntu.ac.uk website ("the Website") and Nottingham Trent University ("NTU")
The Website is offered as a free service to you, the user. By using the Website you agree to these terms of use. If you do not agree to these terms, do not use this Website. The information provided on the Website has been provided in English, which is the home language of the Website.

2. Operator details
The Website is operated by Nottingham Trent University (called NTU in this agreement), of Burton Street, Nottingham NG1. NTU can be contacted by post to Burton Street, Nottingham NG1 4BU. We can be reached via email at cor.web@ntu.ac.uk or you can reach us by telephone at +44 (0)115 941 8418.

3. Intellectual Property Rights
All of the Website logos are the property of NTU and unauthorised use is strictly prohibited. Other product and company names mentioned on the Website or other websites or services accessed through the Website may be the trademarks of their respective owners. All contents of the Website including this access agreement are copyright Nottingham Trent University, are protected by database rights and may also be protected by other means.

No part of the Website may be reproduced in any form whether electronically or otherwise without the prior written consent of NTU, other than in the cache of your computer in the course of using the Website. You shall not use, modify, transmit, distribute, reverse engineer or in any way exploit copyright or proprietary materials available on this Website, except as expressly permitted herein or by the respective owner of such material.

4. Data protection
NTU processes data under the Data Protection Act 1998 and will at all times adhere to the data protection principles outlined in the Data Protection Act 1998. Please see our privacy statement for further details.

By giving any personal details via this Website you are deemed to consent to use of such details you give for NTU's internal administrative purposes, for marketing, and for release to third parties. Without limit on what we agree in the rest of this agreement you understand that the data NTU holds might be assigned to a third party. Data may be transmitted outside the European Economic Area.

If you give fax, phone, text or e-mail details you authorise NTU or its associates, or anyone given permission by NTU, to contact you using that method, including contacting you for marketing purposes. If you decide that you no longer wish us to communicate with you, or the details we hold on you change, please tell us so we may update our records.

From time to time the Website, or the adverts on it, might use cookies, web bugs or other means to gather information from visitors to the Website. Most internet browsers will allow you to change your settings to restrict the use of this technology.

5. Download times
To make the site as user friendly as possible we may from time to time use software other than standard HTML web pages. This may mean that you will need to download additional software onto your machine (such as Flash or Adobe Acrobat). Without limitation to the rest of this agreement you understand that:

· in the UK the time it takes to download the software and the time it takes to access this type of file after you have installed the software can be longer than in the US where most of the software originates. This means not only that it might take longer to see the information you want but also that if you are paying for internet connection time or the telephone line to access the internet it might cost you more. 

· whilst NTU makes every practical effort to make its site accessible to all some software may not be compatible with other access technology. 

· in some cases it may be more beneficial to you to access this type of information by another means, such as by telephoning the relevant department of NTU or visiting them for a prospectus.

Use of any software available for downloading from the Website is governed by the terms of any applicable licence accompanying or included with the software.

6. Limitation on types of use
You may not use the Website for anything other than the purposes outlined in this access agreement and you may not use spiders or other robotic software tools to gather information from the Website or use any applications which could lead to harm to the Website. You may not use or link to the Website in a manner which suggests an association with the Website or NTU without NTU's prior written consent.

7. Liability disclaimer - Please read carefully as this clause limits your ability to claim damages
The main purpose of the Website is to provide information to users in relation to the educational services NTU provide. NTU makes every effort to check the accuracy of information published on the Website. You should note however that NTU does not give any warranty that any information will be accurate or up-to-date and the user acknowledges that the information and services offered on the Website is offered on an "as is" basis. In particular, and without limitation to the rest of this agreement, NTU is not able to guarantee that its service will continue or be accurate during time of server failure.

Information contained in, or accessible via, the Website changes on a regular basis. NTU may make improvements or alterations to the Website at any time and without notice. NTU is not responsible in any way whatsoever for the content of any site accessed using the Website, nor can it warrant that use of the Website will be free from virus contamination and you should take adequate steps to ensure that you virus check regularly when using the Website on any device.

NTU makes no representations about the suitability of the information and services contained on, or accessed via, the Website for any purpose. All warranties, terms and conditions with regard to this information and services, including all warranties, terms and conditions, implied by statute, collaterally or otherwise, of satisfactory quality, fitness for a particular purpose, title, and non-infringement are excluded to the fullest extent permitted by law.

NTU shall not in any event be liable for any damages (whether indirect, incidental, special, consequential or otherwise) arising out of, or in any way connected with, the use of the Website, or with any delayed access to, or inability to use the Website, or for any information and services obtained through the Website, or otherwise arising out of the use of the Website, whether based on contract, tort, strict liability or otherwise, even if NTU has been advised of the possibility of damages. This does not affect the statutory rights of any person dealing as a consumer nor shall anything in these terms and conditions exclude or limit liability for death or personal injury caused by negligence or for fraudulent misrepresentation.

8. Links to third-party sites
The Website may contain hyperlinks to websites operated by parties other than NTU. These hyperlinks are provided for reference only. NTU does not control these websites and is not responsible for their contents.

A reference or link on this site to any persons, products, websites or services does not constitute or imply their endorsements, recommendation or favouring by NTU. No hyperlink may be added to the Website without NTU's prior written consent.

NTU reserves the right to remove any hyperlink at any time and without notice and shall not be obliged to give a reason for doing so. If you become concerned about the content of a site linked to or from the site (or anything on the site), please inform NTU immediately via e-mail to cor.web@ntu.ac.uk. If your complaint is about unsuitable content you may also consider reporting the matter to the Internet Watch Foundation who can be contacted via the Internet Watch Foundation website.

9. Messages from NTU
Any e-mail or other form of communication between representatives of NTU and other parties will be deemed covered by the terms of this agreement.

10. No unlawful or prohibited use
As a condition of your use of this website, you warrant to NTU that you will not use the Website for any purpose that is unlawful or prohibited by these terms, conditions, and notices.

NTU provides message boards to enable you to post and respond to comments displayed on the Website. Posts are usually organised into threads and are sometimes arranged by topic area. You must register a username, password and email address before you can post a message to the Website.

NTU does not moderate or screen messages before they are posted. The responsibility for the content of messages resides with you, the end user. To reinforce this, you will see the following disclaimer displayed on all message boards:

"Comments posted on this message board are made by independent individuals and do not reflect the opinions of Nottingham Trent University."

If a message is added which is deeded to be offensive or inappropriate, NTU will remove it as soon as it becomes aware of the problem. It may also be necessary to disable your account, if you post such a message to the website.

11. Other general terms
This agreement is governed by the laws of England. You hereby consent to the exclusive jurisdiction of the English courts in all disputes arising out of or relating to the use of the Website. Use of the Website is unauthorised in any jurisdiction that does not give effect to all provisions of these terms and conditions, including without limitation this paragraph.

You agree that no joint venture, partnership, employment, or agency relationship exists between you and NTU as a result of this agreement or use of the Website. Each and every provision of this agreement is separate and severable. If any part of this agreement is determined to be invalid or unenforceable pursuant to applicable law including, but not limited to, the warranty disclaimers and liability limitations set out above, then the validity and enforceability of the remainder of the terms and conditions shall not be affected.

This agreement and the Privacy Policy constitute the entire agreement between you and NTU with respect to the Website and they supersede all prior or contemporaneous communications and proposals, whether electronic, oral, or written, between you and NTU with respect to the Website. A printed version of this agreement and of any notice given in electronic form shall be admissible in judicial or administrative proceedings based upon or relating to this agreement to the same extent and subject to the same conditions as other business documents and records originally generated and maintained in printed form. Any rights not expressly granted herein are reserved. You will be responsible for all charges, fees, duties, taxes, and assessments arising out of the use of the Website.

12. Variation of these terms and conditions
NTU reserves the right to change the terms, conditions, and notices under which the Website is offered. We will do this by altering the access agreement on the Website and this alteration will then be of immediate effect. For this reason you should regularly visit the access agreement on the Website as the current version will be binding on you.

Responsibilities
The Head of Web Development is assigned as the responsible person/compliance officer for this policy and any related procedures or guidelines.

END OF DOCUMENT














































































































































































































































































































































�Good idea to have existing policy documents as appendices. It may also be useful to have a proposed single policy which supercedes the others as there appears to be repetition.


�


�Is this correct Lisa? Does it allow commercial use? Apologies for my ignorance – this is not my area (


�Rather than state objectives or actions, I recommend we use future tense verbs stating what will be the case
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